Appendix 2
All the text in this appendix is new text and, therefore, is not marked - up in the usual manner.

The DFSA Sourcebook

Regulatory Policy and Process
(RPP Sourcebook)
Chapters 4, 5, 6 and Appendix 1

CHAPTER 4

RPP SOURCEBOOK
4

SUPERVISORY AND ENFORCEMENT POWERS

4-1

INTRODUCTION

4-1-1 This chapter provides information on how the DFSA will generally exercise its powers
when conducting supervisory or enforcement activities. These powers can be exercised in
respect of any Persons, including an Authorised Person, Ancillary Service Provider or Auditor
(collectively referred to as “firms” in this chapter unless otherwise stated), an Authorised
Individual or Principal Representative.
4-1-2 Chapter 5 of the RPP describes how the DFSA will exercise additional powers when
conducting enforcement activities.
4-1-3 A reference to:
(a)

an Article in this chapter is a reference to an Article in the Regulatory Law 2004,
unless otherwise stated; and

(b)

the Law in this chapter is a reference to any legislation administered by the DFSA.

4-1-4 The range of powers available to the DFSA is primarily set out in the Regulatory Law
2004. Some of the key powers in this chapter include the power to:
(a)

request information and documents and access premises (see Article 73);

(b)

require an Authorised Peron to provide a report from an independent expert (see
Article 74);

(c)

impose restrictions on an Authorised Person’s business (see Article 75) or dealings
with relevant property (see Article 76);

(d)

impose conditions and restrictions on an Authorised Person’s Licence (see Article
49);

(e)

impose conditions and restrictions on an Authorised Individual’s status (see Article
57);

(f)

withdraw an authorisation or Licence of an Authorised Person (see Articles 50 and
51);

(g)

restrict a person from performing any functions in connection with provision of
Financial Services or Ancillary Services (see Article 58(1)), or restrict, suspend or
withdraw an Authorised Individual’s status (see Article 58(2); and

(h)

suspend, vary or withdraw the registration of an Ancillary Service Provider (see Article
60) or Auditor (see Articles 98 and 105).
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4-1-5 When the DFSA exercises a power specified in this chapter, it will generally follow the
decision making procedures set out in chapter 6 of this Sourcebook (except for sections 4-2
and 4-3). Chapter 6 also sets out, among other matters, whether a Person will:
(a)
receive prior written notice and have a suitable opportunity to make representations
prior to the DFSA’s exercising a power;
(b)

receive reasons of any decision to exercise such power; and

(c)

have a right of appeal to the Regulatory Appeals Committee.

4-2

POWER TO REQUEST INFORMATION AND DOCUMENTS

4-2-1 In order to supervise the conduct and activities of an Authorised Person, Ancillary
Service Provider, Fund, Auditor or any director, officer, employee or agent of such person,
the DFSA requires access to a broad range of information relating to a Person’s business.
Such information is usually provided to the DFSA on a voluntary basis. In particular, an
Authorised Person and Authorised Individual is expected to deal with the DFSA in an open
and cooperative manner and disclose to the DFSA any information of which the DFSA would
reasonably expect to be notified.
4-2-2 Pursuant to Article 73 of the Regulatory Law 2004, the DFSA may require a relevant
Person to give information and produce documents about its business, transactions or
employees to the DFSA. When the DFSA requires the giving of information or production of
documents, it will give the Person a written notice specifying what is required to be given or
produced.
4-2-3 The DFSA may also apply to the Court to make an order for information and
documents under Article 73 from specified Persons located outside the jurisdiction of the
DIFC.1

4-3

POWER TO ACCESS PREMISES

4-3-1 The DFSA may enter the premises of an Authorised Person, Ancillary Service
Provider, Fund or Auditor during normal business hours or at any other time as may be
agreed, for the purpose of inspecting and copying information or documents (at the relevant
Person’s expense) stored in any form on such premises, as it considers necessary or
desirable to meet the objectives of the DFSA.2
4-3-2 The DFSA will provide reasonable notice to an Authorised Person, Ancillary Service
Provider, Fund or Auditor when it seeks information, documents or access to premises. In
exceptional circumstances, such as where any delay may be prejudicial to the interests of
the DIFC, the DFSA may seek access to premises without notice.

1
2

Article 73(3) of the Regulatory Law 2004
Article 73(2) of the Regulatory Law 2004, GEN Rule 11.1.2.(d)
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4-4

POWER TO REQUIRE A REPORT

4-4-1 The DFSA may require an Authorised Person to provide it with a report from an
independent expert on specified matters under Article 74 of the Regulatory Law 2004.
4-4-2 There are a variety of circumstances where the DFSA may consider it appropriate to
require the production of a report. These circumstances include, but are not limited to:
(a)

where the DFSA has concerns as to the adequacy of systems and controls (such as
compliance, internal audit, anti money laundering, risk management and record
keeping);

(b)

where the DFSA seeks verification of information submitted to it; or

(c)

where remedial action is required to ensure the Authorised Person complies with
DFSA Laws and Rules.

4-4-3 GEN section 11.12 sets out various requirements relating to the appointment of an
independent expert. In particular, it is noted that:
(a)

the DFSA will give written notification to the Authorised Person concerning the
purpose of the proposed report, the scope, the timetable for completion and any other
relevant matters;

(b)

the independent expert is required to be appointed by the Authorised Person and be
nominated or approved by the DFSA;

(c)

an Authorised Person is required to include specific requirements in a contract with
an independent expert;

(d)

an Authorised Person is required to ensure it provides all assistance that the
independent expert may reasonably require and ensure that the independent expert
co-operates with the DFSA; and

(e)

an Authorised Person is required to pay for the services of the independent expert.

4-4-4 The DFSA notes that any information given or documents produced under Article 74
are admissible in evidence in administrative and civil proceedings, provided that any such
information or documents also comply with any requirements relating to the admissibility of
evidence in such proceedings.

4-5

POWER TO RESTRICT AN AUTHORISED PERSON’S BUSINESS OR
PROPERTY

4-5-1 The DFSA has a power under Article 75 to impose restrictions on an Authorised
Person’s business. This includes prohibiting an Authorised Person from entering into
specific types of transactions, from soliciting business from specific types of persons or from
4
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carrying on business in a specific manner. The DFSA may also require an Authorised
Person to carry on business in, and only in, a specified manner.
4-5-2 Pursuant to Article 76, the DFSA is also empowered to prohibit or require an
Authorised Person to deal with any relevant property in a certain manner.3 The terms
“dealing” and “relevant property” are defined in Article 76 as follows:
(a)

“dealing” in relation to property includes the maintaining, holding, disposing and
transferring of property; and

(b)

“relevant property” in relation to an Authorised Person means:
(i)

any property held by the person, acting within the capacity for which it holds a
Licence, on behalf of any of the clients of the person, or held by any other
person on behalf of or to the order of the person acting within such capacity;
or

(ii)

any other property which the DFSA reasonably believes to be owned or
controlled by the person.

4-5-3 In determining whether to exercise its Article 75 and 76 powers, the DFSA will take
into account the circumstances set out in GEN Rule 11.13.1 (a) to (m).

4-6

POWER TO IMPOSE CONDITIONS AND RESTRICTIONS ON AN
AUTHORISED PERSON’S LICENCE

4-6-1 Pursuant to Article 49 of the Regulatory Law 2004, the DFSA may at any time by
written notice to an Authorised Person on its own initiative, or at the request of an Authorised
Person:
(a)

impose conditions and restrictions or additional conditions and restrictions on a
Licence; and

(b)

vary or withdraw conditions and restrictions imposed on a Licence.4

4-6-2 In determining whether to exercise its Article 49 power, the DFSA will take into
account the circumstances including, but not limited to, the following:
(a)

where the Authorised Person’s resources (including financial resources as well as
human resources) are inadequate for the scale or type of activity which the firm is
licensed to undertake;

(b)

where the Authorised Person has not conducted its business in compliance with the
Laws and Rules;

3
4

Article 76 of the Regulatory Law 2004
Article 49(1) of the Regulatory Law 2004
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(c)

where the Authorised Person has conducted its business in such a way that it has not
ensured full compliance with applicable money laundering and counter terrorism
legislation; or

(d)

where the DFSA has some concern about the fitness and propriety of the Authorised
Person, but not such as to warrant the withdrawal of its Licence.

4-7

POWER TO WITHDRAW AN AUTHORISATION IN RESPECT OF ONE
OR MORE FINANCIAL SERVICES OR A LICENCE

4-7-1 The DFSA may exercise its powers under Article 50(1) to withdraw the authorisation
under a Licence to carry on one or more Financial Services where:
(a)

the Authorised Person is or has been in breach of one or more restrictions or
conditions applicable to its Licence;

(b)

the Authorised Person is in breach of the Regulatory Law 2004, Rules or other
legislation administered by the DFSA;

(c)

the Authorised Person is no longer fit and proper to carry on a Financial Service;

(d)

the Authorised Person has failed for a period of at least twelve consecutive months to
carry on one or more Financial Services for which it is authorised under a Licence;

(e)

the Authorised Person requests the withdrawal; or

(f)

the DFSA considers that the exercise of the power is necessary or desirable in the
pursuit of its objectives.

4-7-2 The DFSA may exercise its powers under Article 51 to withdraw a Licence where:
(a)

as a consequence of withdrawal of authorisation in relation to one or more Financial
Services under Article 50, the Authorised Person is no longer authorised to carry on a
Financial Service;

(b)

the Authorised Person is no longer fit and proper to hold a Licence;

(c)

the Authorised Person has failed to remove a Controller or take such other action as
required by the DFSA under Article 64; or

(d)

the Authorised Person requests the withdrawal.

4-7-3 In determining whether to exercise its Article 50 and 51 powers, the DFSA will have
regard to all relevant matters. These include, but are not limited to, the following:
(a)

when the DFSA has serious concerns about the manner in which the business of the
Authorised Person has been or is being conducted;
6
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(b)

when the DFSA considers it necessary to protect regulated entities and customers in
the DIFC;

(c)

whether any alleged contraventions affect or have the potential to affect DFSA
objectives;

(d)

the nature, seriousness and impact of any alleged contravention and whether the
alleged contravention is ongoing;

(e)

when the Authorised Person no longer satisfies the relevant criteria set out in chapter
7 of the GEN module, chapters 2 and 7 of the AMI module and section 2-2 of this
module in respect of the fitness and propriety to carry on a Financial Service or hold a
Licence;

(f)

when the activities of the Authorised Person have ceased; and

(g)

when the Authorised Person’s resources seem to the DFSA inadequate for the scale
or type of activity which the firm is authorised to undertake.

4-7-4 Where an Authorised Person requests the DFSA to withdraw its Licence, then such a
Person should complete and submit the relevant form to the DFSA (see SUP 6 Form - AFN
Sourcebook). This form sets out a number of matters which the DFSA will consider before
processing such an application to withdraw a Licence.

4-8

POWER TO IMPOSE CONDITIONS AND RESTRICTIONS ON THE
STATUS OF AN AUTHORISED INDIVIDUAL

4-8-1 Pursuant to Article 57 of the Regulatory Law 2004, the DFSA may at any time by a
written notice to an Authorised Individual and the Authorised Firm in relation to which the
Authorised Individual is an officer, employee or agent:
(a)

impose conditions and restrictions or additional conditions and restrictions on the
grant of Authorised Individual status; and

(b)

vary or withdraw conditions and restrictions imposed on the grant of such status.5

4-8-2 The DFSA may exercise this power in circumstances including, but not limited to, the
following:
(a)

where the Authorised Individual has not acted effectively and responsibly or has not
exercised the expected level of skill, care and diligence in carrying out the Licensed
Function;

(b)

where the conduct of the Authorised Individual falls below the standards expected; or

5

Article 57 of the Regulatory Law 2004
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(c)

where the DFSA has some concern about the fitness and propriety of the Authorised
Individual, but not such as to warrant the suspension or withdrawal of an Authorised
Individual’s status.

4-9

POWER TO RESTRICT, SUSPEND AND WITHDRAW THE STATUS
OF AN AUTHORISED INDIVIDUAL

4-9-1 Pursuant to Article 58(2) of the Regulatory Law 2004, the DFSA has the power to
restrict a Person from performing Licensed Functions, or to suspend or withdraw a Person’s
Authorised Individual status, if it reasonably concludes that:
(a)

the Person is in breach or has been in breach of an obligation that applies as a result
of such Person’s Authorised Individual status; or

(b)

a Person is no longer fit and proper to perform the Licensed Function role for which
he requires status as an Authorised Individual.6

4-9-2 In determining whether to exercise its Article 58(2) power, the DFSA will have regard
to all relevant matters including, but not limited to, the criteria for assessing the fitness and
propriety of an Authorised Individual as set out in chapter 7 of GEN and section 2-3 of this
Sourcebook.
4-9-3 The DFSA may also withdraw the Authorised Individual status of a Person pursuant
to Article 58(3) if:
(a)

the Person becomes bankrupt;

(b)

the Person is convicted of a serious criminal offence;

(c)

the Person becomes incapable, through mental or physical incapacity, of managing
his affairs;

(d)

the Person or the relevant Authorised Firm asks the DFSA to withdraw the status; or

(e)

the Licence of the relevant Authorised Firm is withdrawn.

4-9-4 In determining whether to exercise its power under Article 58(3)(b), the DFSA will give
particular consideration to offences involving dishonesty, fraud or a financial crime.

4-10 POWER TO RESTRICT INDIVIDUALS
4-10-1 If the DFSA reasonably concludes that a natural person is not fit and proper to
perform any functions in connection with the provision of Financial Services or Ancillary

6

Article 58(2) of the Regulatory Law 2004
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Services (whether or not they are Licensed Functions), it may restrict that Person from
performing any or all such functions.7
4-10-2 Article 58(1) of the Regulatory Law 2004 enables the DFSA to impose a restriction in
respect of all functions or in respect of specific functions. Whether a general restriction or a
more specific restriction is imposed by the DFSA may depend on the facts of the matter,
including:
(a)

the concerns upon which the DFSA determines that a natural person is not fit and
proper to perform any functions; and

(b)

the need to protect the integrity of the DIFC and ensure the confidence of participants
in the market.

4-10-3 In determining whether to exercise its power under Article 58(1), the DFSA may have
regard to all relevant matters including, but not limited to, the criteria for assessing the fitness
and propriety of Authorised Individuals as set out in chapter 7 of GEN and section 2-3 of this
Sourcebook.

4-11 POWER TO VARY OR WITHDRAW THE REGISTRATION OF AN
ANCILLARY SERVICE PROVIDER
4-11-1 The DFSA has the power to vary or withdraw the registration of an Ancillary Service
Provider pursuant to sections 4.5 and 4.6 of the ASP Module and Article 60(4) of the
Regulatory Law 2004. The DFSA may exercise this power where it is satisfied that:
(a)

the Ancillary Service Provider has failed to carry on an Ancillary Service in the DIFC
for a continuous period of 12 months or more; or

(b)

the Ancillary Service Provider has breached, or is breaching, the Laws or Rules of the
DIFC.8

4-11-2 In determining whether to exercise its powers to withdraw the registration of an
Ancillary Service Provider, the DFSA may have regard to all relevant matters including, but
not limited to, the circumstances specified in paragraph 4-7-3 as relevant to an Ancillary
Service Provider.

4-12 POWER TO VARY, SUSPEND OR WITHDRAW THE REGISTRATION
OF AN AUDITOR
4-12-1 The DFSA has the power in respect of an Auditor to:
(a)

withdraw its registration;9 or

7

Article 58(1) of the Regulatory Law 2004
ASP Sections 4.5 and 4.6.
9
Article 98(3) of the Regulatory Law 2004
8
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suspend its registration.10

4-12-2 The DFSA may exercise such powers where it has reasonable grounds to believe
that:
(a)

the Auditor is no longer fit and proper; or

(b)

the Auditor has breached, or is breaching, the Regulatory Law 2004, Rules or other
legislation administered by the DFSA.

4-12-3 In determining whether to exercise such powers, the DFSA will have regard to all
relevant matters including, but not limited to, the circumstances as relevant to an Auditor
specified in paragraph 4-7-3.

4-13 MISCELLANEOUS POWERS
Endorsements
4-13-1 The DFSA has the power to:
(a)

impose conditions and restrictions or additional conditions and restrictions;11 or

(b)

withdraw or vary conditions and restrictions,12

on an endorsement to conduct Islamic Financial Business.
4-13-2 In respect of an endorsement on a Licence to conduct business with Retail Clients,
the DFSA has the power to impose conditions and restrictions, or withdraw or vary conditions
and restrictions pursuant to Article 49 (see section 4-6 of this chapter).
4-13-3 In determining whether to exercise such powers, the DFSA will have regard to all
relevant matters including, but not limited to, one or more of those circumstances specified in
4-6-2 in respect of imposing, varying or withdrawing conditions and restrictions.
Funds
4-13-4 The DFSA has the power to withdraw the registration of a Public Fund in one or more
of the circumstances set out in Article 32 of the Collective Investment Law.13 In determining
whether to exercise this power, the DFSA can withdraw the registration of a Public Fund only
if it considers that:
(a)

10

the withdrawal is in the interests of the Unitholders of the Fund; or

Article 105 of the Regulatory Law 2004
Article 12 of the Law Regulating Islamic Financial Business 2004
12
Article 12 of the Law Regulating Islamic Financial Business 2004
13
Article 32 of the Collective Investment Law 2010
10
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(b)

appropriate steps have been taken or may reasonably be taken to protect the
interests of the Unitholders.

Auditors
4-13-5 The DFSA may direct14 an Authorised Person or Public Listed Company to appoint an
auditor, where an auditor has not been appointed by such person.
4-13-6 Where an auditor appointed by an Authorised Person and Public Listed Company is
not suitable in the opinion of the DFSA, the DFSA may direct15 the auditor to remove itself as
auditor from such person.
Directions Powers for Prudential Purposes
4-13-7 Pursuant to Article 75A of the Regulatory Law 2004, the DFSA may for, prudential
purposes, issue a direction to a particular Authorised Firm, or Authorised Firms within a
specified class, to:
(a)

comply with any specified additional capital or liquidity requirements;

(b)

apply a specific provisioning policy or treatment of specified assets;

(c)

comply with specified limits on material risk exposures;

(d)

comply with specified limits on exposures to related parties;

(e)

meet additional or more frequent reporting requirements; or

(f)

take such other action as is specified in the direction.

4-13-8 Where the DFSA proposes to issue a direction under Article 75A to Authorised Firms
within a specified class, the direction will remain in force for a period of no more than 12
months in the first instance, unless the DFSA specifies a shorter period of time in the notice.
The DFSA considers that such a direction should remain in force for a limited period as it has
a Rule making power under the Regulatory Law 2004 at its disposal, which the DFSA would
ordinarily use where it was proposing to change its Rules relating to Authorised Firms within
a specified class.

14
15

GEN Rule 8.4.6 and MKT Rule 5.2.6
GEN Rule 8.4.7 and MKT Rule 5.2.7
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5 ENFORCEMENT
5-1 THE DFSA’S APPROACH TO ENFORCEMENT
Introduction
5-1-1 This chapter sets out the DFSA’s approach to enforcement and how it commences and
conducts investigations, and exercises its powers to address any misconduct or
contravention of the Law or Rules.
5-1-2 A reference to:
(a)

an Article in this chapter is a reference to an Article in the Regulatory Law 2004,
unless otherwise stated; and

(b)

the Law in this chapter is a reference to any legislation administered by the DFSA.

Enforcement philosophy
5-1-3 The DFSA’s enforcement philosophy is guided by the following principles which govern
the DFSA’s approach to fulfilling its objectives as set out in Article 8:
(a)

the DFSA adopts a risk based approach to regulation. This means that the DFSA will
focus its efforts on those activities that it perceives as posing the greatest risk to the
fulfilment of its objectives;

(b)

the DFSA will act swiftly and decisively to stop conduct which threatens the integrity
of the DIFC or the stability of the financial services industry in the DIFC, minimise its
effects, and prevent such conduct re-occurring;

(c)

the DFSA works closely with home regulators of international firms to ensure that
there is a co-ordinated approach to regulation;

(d)

the DFSA will act fairly, openly, accountably and proportionally in the exercise of its
enforcement powers; and

(e)

the DFSA will not publicise details of the commencement or conduct of investigations,
unless it is in the furtherance of the DFSA’s objectives or the public interest to do so.
The DFSA will generally publish details of the outcome of an enforcement action in
keeping with its fair and transparent approach and to maintain the integrity of the
DIFC by deterring contraventions of Laws or Rules or other misconduct.

12
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5-2 ENFORCEMENT FRAMEWORK
Introduction

5-2-1 The DFSA will take an enforcement action in line with its objectives and enforcement
philosophy, and may conduct investigations where there is a suspected contravention of a
Law or Rule.
General contravention provisions
5-2-2 A Person contravenes the Law or the Rules when that Person:
(a)

does an act or thing that the Person is prohibited from doing by or under the Law or
Rules;

(b)

does not do an act or thing that the Person is required or directed to do by or under
the Law or Rules; or

(c)

otherwise contravenes a provision of the Law or Rules.16

Involvement in contravention
5-2-3 If a Person is knowingly concerned in a contravention by another Person of the Law or
Rules, then both Persons may be held liable for committing a contravention pursuant to
Article 86.
5-2-4 A Person is “knowingly concerned” in a contravention17 if the Person:
(a)

has aided, abetted, counselled or procured the contravention;

(b)

has induced, whether by threats or promises or otherwise, the contravention;

(c)

has in any way, by act or omission, directly or indirectly, been knowingly involved in
or been party to, the contravention; or

(d)

has conspired with another or others to effect the contravention.

Enforcement process
5-2-5 When taking enforcement action, the DFSA will adopt the enforcement process
described in this chapter. The DFSA’s enforcement process is comprised of the following
elements:
16
17

Article 85 of the Regulatory Law 2004
Article 86 (7) of the Regulatory Law 2004
13
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(a)

Assessment of complaints and referrals (see section 5-3);

(b)

Commencement of an investigation (see section 5-4);

(c)

Information gathering (see section 5-5);

(d)

Consideration of investigative findings (see section 5-6);

(e)

Remedies (see section 5-6); and

(f)

Conclusion of the Investigation (see section 5-21).

5-3 ASSESSMENT OF COMPLAINTS AND REFERRALS
5-3-1 The assessment of complaints and referrals concerning potential misconduct or
suspected contravention of the Law or Rules is a key function of the DFSA’s regulatory remit
and Enforcement framework. Every complaint and referral, regardless of source, is assessed
to determine whether an investigation or other action ought to take place.
Sources of complaints and referrals
5-3-2 The DFSA may become aware of potential misconduct or suspected contraventions of
Laws or Rules from a variety of sources including:
(a)

members of the public;

(b)

its supervisory activities; and

(c)

other external regulatory authorities or law enforcement agencies.

Complaints
5-3-3 The DFSA receives and assesses two types of complaints:
(a)

regulatory complaints; and

(b)

complaints against the DFSA and its employees.

5-3-4 A Person wishing to lodge a complaint with the DFSA should do so in writing. A
complaint can be lodged:
(a)

electronically via the complaints portal on the DFSA website (see
http://www.dfsa.ae);

(b)

by facsimile to 04 362 0801; or
14
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(c)

by sending the complaint to PO Box 75850 Dubai, UAE or delivering the complaint to
the DFSA at Level 13, The Gate Building, DIFC.

5-3-5 When a complaint is received, the DFSA will send an acknowledgement letter to the
complainant which will include details of the DFSA officer assigned to assess the complaint.
Regulatory Complaints
5-3-6 Complaints received by the DFSA from members of the public which relate to:
(a)

any conduct or dissatisfaction with any Person regulated by the DFSA;

(b)

a contravention of a Law or Rule; or

(c)

any conduct that causes or may cause damage to the reputation of the DIFC or the
financial services industry in the DIFC;

are classified as regulatory complaints and are assessed through the DFSA’s complaints
management function.
5-3-7 If, during the assessment of a regulatory complaint, the DFSA identifies a potential
contravention of a Law or Rule, it will refer the complaint to the relevant DFSA division for
further consideration. Thereafter, the relevant division assumes responsibility for the
complaint.
5-3-8 All complaints lodged with the DFSA are held in confidence in accordance with the
Regulatory Law 2004. However, in order to assess a complaint properly, the DFSA may
need to speak to third parties including any Person who is the subject of the complaint.
Referrals
5-3-9 There are two types of referrals, internal and external. Internal referrals originate from
the DFSA’s supervisory activities conducted by the Supervision or Markets Division. The
DFSA’s supervisory framework is designed to detect and mitigate risks to the DIFC and the
financial services industry in the DIFC. An internal referral occurs when a DFSA supervisory
division refers conduct to the Enforcement Division, where the supervisory division has
identified possible contraventions of Laws and Rules.
5-3-10 When Enforcement receives an internal referral, the referring division may continue to
be responsible for the on-going supervision of the Person who is the subject of the referral.
5-3-11 The DFSA may also receive allegations of misconduct through an external referral
from other regulatory authorities and law enforcement agencies. Such allegations are
generally received pursuant to the IOSCO or IAIS Multilateral Memorandum of
15

CHAPTER 5

RPP SOURCEBOOK

Understanding (MMoU), or bi-lateral arrangements for the exchange of information between
the DFSA and other regulatory and enforcement agencies.
Complaints against the DFSA and its employees
5-3-12 Complaints received by the DFSA about the conduct and activities of the DFSA and
its employees are administered and assessed separately by the DFSA’s Office of General
Counsel.
5-3-13 Information on how the DFSA’s Office of General Counsel assesses complaints
against the DFSA and its employees can be found on the DFSA’s website (see
http://www.dfsa.ae).

5-4 COMMENCEMENT OF INVESTIGATIONS
Introduction
5-4-1 Upon receipt of an internal or external referral, the allegation will be assessed to
determine if there is a suspicion of a contravention of the Law or Rules. If a suspicion arises,
then the Enforcement Division may make a recommendation to the Enforcement Committee
to commence an investigation. The Enforcement Committee is a management committee of
the DFSA whose primary function is to consider enforcement matters and to make
recommendations to the Chief Executive in relation to such enforcement matters.
5-4-2 In determining whether to recommend the commencement of an investigation, the
Enforcement Committee will consider a number of factors including, but not limited to:
(a)

the nature, seriousness and impact of the suspected contravention and whether the
suspected contravention is ongoing;

(b)

whether the suspected contravention affects, or has the potential to affect, the DFSA
objectives;

(c)

whether those involved in the suspected contravention are likely to co-operate;

(d)

whether it is likely that the suspected contravention may be proven;

(e)

the disciplinary record and compliance history of the Person or Persons involved in
the suspected contravention;

(f)

whether, if proven, a suitable remedy is available;

(g)

the extent to which another law enforcement agency or Financial Services Regulator
can adequately address the matter and, if so, that body’s attitude toward the matter;
16
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(h)

the nature of any request for assistance made by another regulator or body pursuant
to Article 39; and

(i)

whether any party who may have suffered some detriment as a result of the
suspected contravention is able to take his own remedial action.

5-4-3 The Chief Executive of the DFSA, or his delegate, is the only individual authorised to
commence an investigation. The Chief Executive or his delegate can exercise his discretion
unilaterally but will generally consider the recommendations of the Enforcement Committee.
Investigation determination
5-4-4 Article 78 empowers the DFSA to conduct such investigations as the Chief Executive
or his delegate consider expedient:
(a)

where he has reason to suspect that there is being or may have been committed a
contravention of the Laws or Rules; or

(b)

further to a request for assistance.18

5-4-5 Whether a matter is expedient is determined by reference to factors such as those set
out in paragraph 5-4-2.
5-4-6 Whether the Chief Executive or his delegate has “reason to suspect” a contravention of
the Law or Rules, is a question which the Chief Executive will determine on the facts and
circumstances, available at the time, of each particular matter.
5-4-7 The DFSA is not bound to disclose, to any party, that an investigation is ongoing or the
basis upon which an investigation is commenced. However, the DFSA may notify a Person
who is the subject of an investigation that an investigation has commenced, and the general
nature of the investigation.
5-4-8 However, the DFSA will not make such a notification if it is likely to compromise or
prejudice the investigation. The DFSA will not advise a Person at the conclusion of an
investigation unless the Person has earlier been notified of its commencement.
5-4-9 The decision to commence an investigation is not a decision which is appealable to the
Regulatory Appeals Committee.

5-5 INFORMATION GATHERING
Introduction
18

Article 39 of the Regulatory Law 2004
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5-5-1 Once an investigation is commenced, the DFSA may exercise its powers to gather
information to advance its objectives.
5-5-2 Those powers may only be exercised by delegates of the Chief Executive. The
delegation need not be limited to DFSA employees. The Chief Executive may delegate
DFSA powers to non-DFSA staff who are able to assist with a DFSA investigation.
5-5-3 Similarly, where the DFSA is exercising its powers on behalf of another regulator, it
may also delegate powers to a representative of that regulator19.
Article 80 Powers
5-5-4 Article 80(1) is a key component of the DFSA’s investigative powers. Without the
compulsory powers in Article 80(1), the DFSA would not be able to conduct effective and
thorough investigations into potential misconduct or suspected contraventions of the Law or
Rules, and consequently would not be able to meet its objectives.
5-5-5 During an investigation, the DFSA may obtain relevant information and documents on a
compulsory basis, principally through the exercise of its powers under Article 80(1), and on a
voluntary basis.
5-5-6 The powers under Article 80(1) are different from the non-investigation powers under
Article 73(1). The key distinctions are that the Article 80 powers may be used:
(a)

only for the purposes of an investigation; and

(b)

in circumstances where the DFSA considers that a Person is or may be able to give
information or produce a document which is or may be relevant to an investigation.

5-5-7 In comparison, the Article 73(1) power permits the DFSA to request information and
documents from an Authorised Firm, Authorised Market Institution, Ancillary Service
Provider, auditor and any director, officer, employees or agent of such person, which the
DFSA considers is necessary or desirable to meet the objectives of the DFSA.
5-5-8 When it exercises its powers under Article 80(1) (b), (c), (d) or (e), the DFSA will
provide a written notice to the Person on whom the requirement is being imposed.
Inspection
5-5-9 Article 80(1)(a) empowers the DFSA to enter business premises of a Person during the
course of an investigation for the purpose of inspecting and copying information or
documents. This power will be exercised when the DFSA considers that such Person is or
may be able to provide information or documents that are or may be relevant to an
investigation.
19

Article 40 of the Regulatory Law 2004
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5-5-10 The DFSA will generally not provide prior notice of an inspection in circumstances
where the provision of prior notice may prejudice the investigation.
5-5-11 When exercising its power to enter business premises pursuant to Article 80(1)(a),
the DFSA may20:
(a)

(b)

require any appropriate Person to:
(i)

make available any relevant information stored at the business premises for
inspection or copying; or

(ii)

convert any relevant information into a physical form capable of being copied;
and

use the facilities of the occupier of the business premises, free of charge, to make
copies.

Production of information
5-5-12 Article 80(1)(b) empowers the DFSA to require a Person to give or procure the giving
of information. The DFSA considers that the term “information” should be interpreted
broadly, in accordance with its ordinary meaning.
5-5-13 Information may include, for example, the following:
(a)

knowledge communicated or received concerning a particular matter, fact or
circumstance;

(b)

knowledge gained through work, commerce, study, communication, research or
instruction;

(c)

data obtained as output from a computer by means of processing input data with a
program or any data at any stage of processing including input, output, storage or
transmission data;

(d)

an explanation or statement about a matter;

(e)

the identification of a Person, matter or thing; and

(f)

the provision of a response to a question.

5-5-14 The DFSA will allow a reasonable period for compliance with the requirement to give
information. The reasonableness of the requirement will depend upon the circumstances of
20

Article 80 (2) of the Regulatory Law 2004
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each case. The DFSA may, in some circumstances, require the giving of information
forthwith where the giving of prior notice may prejudice the investigation.
Production of documents
5-5-15 Article 80(1)(c) empowers the DFSA to require a Person to produce or procure the
production of specified documents. The DFSA considers that the term “document” should be
interpreted broadly, in accordance with its ordinary meaning. Specified documents may
include, for example, any record of information, including:
(a)

anything on which there is writing;

(b)

anything on which there are marks, figures, symbols or perforations having a
meaning for Persons qualified to interpret them;

(c)

anything from which sounds, images or writings can be reproduced with or without
the aid of anything else; or

(d)

a map, plan, drawing or photograph.

5-5-16 This power can only be used when an investigation has commenced and the DFSA
considers that the Person to whom the notice is addressed is, or may be, able to produce
documents which are relevant to the investigation pursuant to Article 80(1)(e).
5-5-17 Article 80(1)(c) empowers the DFSA to require production of original documents or
copies. Whether original or copy documents are required by the DFSA will be determined
taking into account the facts and circumstances of the investigation.
5-5-18 When exercising its Article 80(1)(c) power, the DFSA may retain possession of any
document for so long as is necessary for the investigation to which the notice relates. When
a Person is unable to produce documents in compliance with a requirement made by the
DFSA, the DFSA may require the Person to state, to the best of that Person’s knowledge or
belief, where the documents may be found and who last had possession, custody or control
of those documents.
5-5-19 The DFSA will allow a reasonable period of time for compliance with the requirement
to produce documents. The reasonableness of the requirement will depend upon the
circumstances of each case. The DFSA may, in some circumstances, require the production
of documents forthwith, where the giving of prior notice may prejudice the investigation.
Compulsory interview
5-5-20 Article 80(1) (d) empowers the DFSA to require a Person (the interviewee) to attend
before an officer, employee or agent of the DFSA (the interviewer) a compulsory interview
and provide oral evidence relevant to an investigation it is conducting.
20
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5-5-21 During the course of an investigation, not all interviews will be conducted under
compulsion. The DFSA may, where appropriate, conduct voluntary interviews. The decision
as to whether a compulsory or voluntary interview will be conducted will depend upon the
circumstances of the particular case.
5-5-22 Persons attending a compulsory interview must first be served with a written notice
requiring his attendance. An interviewee is not entitled to refuse or fail to answer a question
on the basis that his answers may incriminate him or make him liable for a penalty.21
5-5-23 A compulsory interview will be conducted in private and the interviewer may give
directions22 to the interviewee regarding:
(a)

who may be present during the interview;

(b)

swearing an oath or giving an affirmation that the answers provided will be true;

(c)

what, if any, information may be disclosed by the interviewee or any other Person
present at the interview to any third party;

(d)

the conduct of any Person and the manner in which they will participate during the
interview; and

(e)

answering any question which is relevant to the investigation.

5-5-24 An interviewee is entitled to legal representation during the course of a compulsory or
voluntary interview. At the conclusion of the interview, the lawyer will be permitted to address
any issues with the interviewer or interviewee relevant to the investigation. However, the
lawyer is not permitted to answer questions on behalf of the interviewee or obstruct the
investigation.
5-5-25 All compulsory interviews will be recorded. The DFSA will, upon a written request
from the interviewee at the conclusion of the interview, provide the interviewee or his lawyer
with a copy of the recording or an accurate transcript of the interview. The provision of a
recording or transcript may be subject to any reasonable conditions imposed by the DFSA.
Assistance
5-5-26 Article 80(1)(e) empowers the DFSA to require a Person to give it any assistance in
relation to an investigation which the Person is able to give.
5-5-27 The DFSA considers that providing assistance may include requiring a Person to do a
physical act or provide information to advance an investigation. For example, this may
include the situation where the DFSA requires a Person to provide assistance by
21
22

Article 82 of the Regulatory Law 2004
Article 80 (3) of the Regulatory Law 2004
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commenting on the accuracy of a document or compiling information that had been stored in
a different manner.
5-5-28 The power under Article 80(1)(e) can be used independently, or in conjunction with
the exercise of other Article 80(1) powers. For example, the DFSA can exercise its powers
under Article 80(1)(d), to require a Person to attend a compulsory interview and Article
80(1)(e), to require the interviewee to provide reasonable assistance during the interview.
The interviewee may be required, during the interview to draw a diagram or locate and
produce a document referred to in an answer to a question.
Confidentiality
5-5-29 When carrying out its regulatory functions, the DFSA must maintain confidentiality of
information, unless disclosure is expressly sanctioned by Article 38. The DFSA’s Policy
Statement with respect to Confidential Regulatory Information outlines its policy in respect of
the treatment of information and documents.
5-5-30 The DFSA may also impose obligations of confidentiality in respect of information and
documents provided during the exercise of its powers under Article 80(1).
5-5-31 The DFSA can make directions23 to protect the confidentiality of information and
documents which are part of a compulsory interview.
5-5-32 The DFSA can direct the recipient of an Article 80(1) (b), (c), (d) or (e) notice not to
disclose the receipt of the notice, or any information relating to compliance therewith, to any
other Person, other than his legal representative, if it considers that such disclosure may
hinder an investigation24.
5-5-33 Confidentiality directions are made to ensure that an investigation is not prejudiced
by the disclosure of the nature of the information sought or the questions asked during an
investigation. In each case, the DFSA needs to consider whether or not such directions are
appropriate in the circumstances of that matter.
Protections
5-5-34 Parties who are required to comply with a requirement made by the DFSA during the
course of an investigation, and Persons who are the subject of an investigation, benefit from
certain protections in the Regulatory Law 2004, including:
(a)

23
24

Article 81 which ensures that a Person who is required to comply with a requirement
made during the course of an investigation cannot be subject to any liability or liable
in any proceeding because of that Person’s compliance with the requirement;

Article 80 (3)(b) of the Regulatory Law 2004
Article 80 (13) of the Regulatory Law 2004
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(b)

Article 80(9) which provides that where a Person takes part in a compulsory interview,
any statements made during the interview cannot be disclosed to a law enforcement
agency for the purpose of criminal proceedings unless the Person consents to the
disclosure or the DFSA is required by law or court order to disclose the statement;
and

(c)

Article 38 which provides that confidential information provided to the DFSA must not
be disclosed except in certain limited circumstances.

Claims of privilege and other protections
5-5-35 A claim by a Person that information is a Privileged Communication is not of itself an
excuse for failing to comply with a requirement made by the DFSA during the course of an
investigation25.
5-5-36 A lawyer may refuse to comply with a requirement to provide information where, to
comply, would require the lawyer to disclose a Privileged Communication made by, to or on
behalf of the lawyer in his capacity as a lawyer.
5-5-37 Should a lawyer refuse to disclose a Privileged Communication, the lawyer must
disclose sufficient information to identify the Person entitled to claim the privilege and the
document which contains the privileged information. In such a case, the DFSA considers it
appropriate for a lawyer to secure those documents, pending the resolution of any claim for
privilege.
Enforcement of the DFSA’s investigative powers
5-5-38 The DFSA will enforce compliance with its requirements under Articles 73, 74 or 80,
whenever there is less than full compliance by seeking orders in the DIFC Court26.
5-5-39 Article 84(2) empowers the DFSA to make application to the Court for the issue of a
search warrant in circumstances where:
(a)

information or documents were required to be given or produced by the exercise of a
compulsory power;

(b)

the documents or information required to be produced have not been given or
produced; and

(c)

the DFSA has reasonable grounds to suspect that within the next 3 business days,
the information or those documents are or may be on particular premises.

25
26

Article 82 of the Regulatory Law 2004
Article 84 (1) of the Regulatory Law 2004
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5-5-40 Should the Court exercise its discretion to issue a search warrant, it must be
addressed to a named Dubai Police Officer together with any other individual, including a
DFSA officer or third party, named in the warrant.
5-5-41 The DFSA may exercise its right to make application for a search warrant rather than
seeking compliance of its requirement through some other process only where it is satisfied
that:
(a)

the preconditions in Article 84(2) for the issue of a warrant are met;

(b)

there is no legitimate basis for non-compliance; and

(c)

in the absence of the execution of a search warrant, the information or documents
sought may be removed or destroyed or otherwise not made available.

5-5-42 Any material seized by officers of the DFSA pursuant to a search warrant issued
under Article 84 may be dealt with by the DFSA as if such material had been produced to it
pursuant to a notice to produce documents.
Obstruction of the DFSA
5-5-43 A Person must not, without reasonable excuse, engage in conduct that is intended to
obstruct the DFSA in the exercise of its investigative powers by any means including the
following:
(a)

the destruction of documents;

(b)

the failure to give or produce information or documents specified by the DFSA;

(c)

the failure to attend before the DFSA at a specified time and place to answer
questions;

(d)

the giving of information that is false or misleading; or

(e)

the failure to give any assistance in relation to an investigation which the Person is
able to give27.

5-5-44 Any breach of Article 83 will be regarded seriously by the DFSA and appropriate
action will be taken.

27

Article 83 of the Regulatory Law 2004
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Return of information and documents

5-5-45 Where the DFSA28 has obtained original copies of information and documents during
the course of an investigation, the DFSA will usually return such information and documents
to the Person from whom the information and documents were received, as soon as
practicable, after the conclusion of the investigation or related proceedings.
5-5-46 Where information and documents have been produced to the DFSA in the course of
an investigation to assist another regulator or agency, the DFSA may29 release the
information and documents to that other regulator or agency. The information and documents
will usually be returned to the Person from whom the information and documents were
received, as soon as practicable, after receiving them back from the other regulator or
agency.

5-6 REMEDIES
5-6-1 At the conclusion of an investigation, the Enforcement Committee considers the
findings of the investigation and may resolve to recommend to the Chief Executive to:
(a)

appoint a Decision Maker;

(b)

refer a matter to the Financial Markets Tribunal (“FMT”)30;

(c)

accept an Enforceable Undertaking31;

(d)

accept a settlement;

(e)

commence Court proceedings32;

(f)

exercise a power on behalf of another regulator33; and

(g)

delegate power to another regulator34.

5-6-2 A Decision Maker is an individual delegated by the Chief Executive to exercise a power
on behalf of the DFSA. A Decision Maker will be appointed by the Chief Executive, generally
upon receiving a recommendation from the Enforcement Committee.
28

Article 80 (10) of the Regulatory Law 2004
Article 38 of the Regulatory Law 2004
30
Article 33 of the Regulatory Law 2004
31
Article 89 of the Regulatory Law 2004
32
Articles 84, 92, 93, 94 and 95 of the Regulatory Law 2004
33
Article 39 of the Regulatory Law 2004
34
Article 40 of the Regulatory Law 2004
29
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5-6-3 Whilst not an exhaustive list, the Enforcement Committee may recommend to the Chief
Executive that a matter be referred to a Decision Maker for the:
(a)

imposition of a fine35;

(b)

imposition of a censure36;

(c)

imposition of conditions or restrictions on a Licence37;

(d)

withdrawal of an authorisation under a Licence38;

(e)

withdrawal of a Licence39;

(f)

imposition of conditions or restrictions on an Authorised Individual40;

(g)

restriction or suspension of an Authorised Individual, or the withdrawal of his or her
authorisation41;

(h)

withdrawal of the registration of an Ancillary Service Provider;

(i)

revocation of recognition42;

(j)

appointment of a manager43;

(k)

withdrawal of the registration of an Auditor44; and

(l)

suspension of the registration of an Auditor45.

5-6-4 There is a range of remedies which the DFSA may pursue to achieve its objectives and
the DFSA may pursue more than one remedy. The types of remedies, along with an
indication of the DFSA’s approach to the use of such remedies, are set out in sections 5-7 to
5-18 of this chapter and in chapter 4.
35

Article 90 of the Regulatory Law 2004
Article 91 of the Regulatory Law 2004
37
Article 49 of the Regulatory Law 2004
38
Article 50 of the Regulatory Law 2004
39
Article 51 of the Regulatory Law 2004
40
Article 57 of the Regulatory Law 2004
41
Article 58 of the Regulatory Law 2004
42
Article 60 of the Regulatory Law 2004
43
Article 61 of the Regulatory Law 2004
44
Article 88 of the Regulatory Law 2004
45
Article 98 of the Regulatory Law 2004
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5-6-5 When the DFSA exercises a power specified in sections 5-7 to 5-9 in this chapter, it will
follow the decision making procedures set out in chapter 6 of this Sourcebook. Chapter 6
sets out whether a Person will:
(a)

receive prior written notice and have a suitable opportunity to make representations
prior to the DFSA exercising a power;

(b)

receive reasons for any decision to exercise such power; and

(c)

have a right of appeal to the Regulatory Appeals Committee.

5-6-6 When the DFSA exercises a power specified in sections 5-10 to 5-18 in this chapter, it
will follow the procedures set out in the relevant section.
5-6-7 The DFSA does not exercise criminal jurisdiction. Should criminal conduct be identified,
then it will be referred to the appropriate law enforcement agency.

5-7 APPOINTMENT OF MANAGERS
5-7-1 Pursuant to Article 88, the DFSA may require an Authorised Person to appoint one or
more individuals to act as a manager of the business of the Person on such terms as the
DFSA may stipulate. Such individuals must be nominated or approved by the DFSA.
5-7-2 The types of circumstances in which the DFSA may exercise this power are set out in
Article 88(3). For example, the DFSA may require an Authorised Person to appoint a
manager where it has concerns about the solvency or the level of compliance with prudential
requirements of an Authorised Person.
5-7-3 An Authorised Person may receive an opportunity to make representations prior to
being required to appoint a manager in accordance with the procedures set out in chapter 6.
However, in circumstances of urgency, the DFSA may not give advance notice of the
proposed requirement and may not provide the relevant Authorised Person with the
opportunity to make representations prior to the imposition of the requirement.
5-7-4 When the DFSA does require an Authorised Person to appoint a manager, it will do so
in writing, setting out:
(a)

that the Authorised Person is required to appoint a manager;

(b)

the time by which such manager must be appointed;

(c)

the reasons for the Authorised Person being required to appoint a manager;

(d)

the individual nominated by the DFSA to be the manager or the process by which
approval may be given by the DFSA; and
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(e)

the fact that the Authorised Person may appeal to the Regulatory Appeals Committee
in respect of the decision.

5-7-5 The DFSA recognises that the use of its Article 88 power to appoint a manager is likely
to have a significant impact on an Authorised Person. Accordingly, the DFSA is likely to
exercise such power only in exceptional circumstances.
5-7-6 In considering whether a manager should be appointed, the DFSA may take into
consideration all relevant circumstances, including but not limited to, the following matters:
(a)

the nature and extent of the business of the Authorised Person;

(b)

the nature of the DFSA’s concerns in relation to the Authorised Person and whether
they affect, or have the potential to affect, the DFSA’s objectives;

(c)

whether the DFSA’s concerns in relation to the Authorised Person may be addressed
by the appointment of a manager;

(d)

where the DFSA considers it necessary to protect regulated entities and customers in
the DIFC;

(e)

whether an appropriately qualified manager may be available and willing to undertake
the appointment;

(f)

the likely duration of the appointment; and

(g)

the likely impact of costs associated with the appointment of a manager.

5-8 FINES
5-8-1 The DFSA may seek to impose a fine upon a Person whom it considers has
contravened a provision of the Law or Rules. The DFSA may seek to impose such a fine46
through:
(a)

exercising its power pursuant to Article 90; or

(b)

commencing proceedings before the FMT47 (see section 5-10 of this chapter).

5-8-2 A fine imposed by the DFSA pursuant to Article 90 is referred to as an administrative
fine. In some circumstances, the DFSA may seek to impose a fine by commencing
proceedings before the FMT or the Court.
46
47

Article 105 of the Regulatory Law 2004
Article 87 (1) of the Regulatory Law 2004
28

CHAPTER 5

RPP SOURCEBOOK

5-8-3 In determining whether to impose a fine and the quantum of the fine, the DFSA may
take into consideration the circumstances of the conduct and will be guided by the penalty
guidance set out in section 5-16 of this chapter.
5-8-4 Generally, the DFSA will not seek to impose more than one fine on a Person in respect
of:
(a)

multiple contraventions which are closely connected to the same set of facts and
circumstances; or

(b)

the same contravention.

5-8-5 Where the DFSA decides to commence proceedings in the FMT or the Court for the
imposition of a fine or any other remedy, it will follow the procedures set out in section 5-10
of this chapter. The FMT and the Court may impose a fine in any amount considered
appropriate.
Administrative fine
5-8-6 The DFSA will generally seek to impose an Article 90 fine in respect of less serious
conduct. The DFSA considers that the seriousness of the conduct can vary, depending on
the particular facts and circumstances. Isolated, one-off, or unintended breaches would
generally be considered as being less serious, whilst repeated, systemic and intentional
breaches would be considered as being more severe and aggravated in nature. When
determining whether to impose an administrative fine and the quantum of such a fine, the
DFSA will take into account a number of circumstances and factors, including, but not limited
to, whether the conduct was deliberate or reckless, and whether the contravention is
continuing.
5-8-7 Where the circumstances and factors in a matter are of a more serious nature, the
DFSA would not consider proceeding by way of administrative fine. Instead, the DFSA would
consider commencing proceedings in either the FMT or the Court, unless the matter is
settled by way of an Enforceable Undertaking.
5-8-8 The Enforcement Committee will generally make a recommendation to the Chief
Executive to appoint a Decision Maker to consider whether a fine should be imposed against
a Person.
5-8-9 A Decision Maker is an individual delegated by the Chief Executive to exercise a power
on behalf of the DFSA. Prior to making a decision, the Decision Maker will follow the process
set out in Article 90(3) and Chapter 6 of the RPP Sourcebook.
5-8-10 The Decision Maker may impose a fine, in any amount, up to the maximum
prescribed in Article 90(2) (i.e. $20,000 in respect of a natural person and $100,000 in
respect of a body corporate).
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5-8-11 If a Person receives a notice imposing a fine and does not pay the full amount of the
fine, the DFSA may recover so much of the fine as remains outstanding as a debt due,
together with costs incurred by the DFSA in recovering such amount.

5-9 ADMINISTRATIVE CENSURE
5-9-1 The DFSA may seek to impose a censure upon a Person whom it considers has
contravened a provision of the Law and Rules it administers. The DFSA may seek to impose
such a censure through:
(a)

exercising its power pursuant to Article 91; or

(b)

commencing proceedings before the FMT48 or Court (see section 5-10 of this
chapter).

5-9-2 The Enforcement Committee will generally make a recommendation to the Chief
Executive to appoint a Decision Maker to consider whether a censure should be imposed
against a Person. Prior to making a decision, the Decision Maker will follow the process
prescribed in Article 91 and Chapter 6 of the RPP Sourcebook.
5-9-3 In determining whether to impose a censure, the DFSA may take into consideration the
circumstances of the conduct and will be guided by the Penalty guidance set out in section 516 of this chapter.

5-10 THE INSTITUTION OF PROCEEDINGS BEFORE THE FINANCIAL
MARKETS TRIBUNAL OR COURT
5-10-1 The Chief Executive or his delegate is the only individual authorised to institute
proceedings before the FMT. He may institute proceedings where it appears reasonably
likely to him that there has been a breach of the Law or Rules (see Article 33).
5-10-2 The Chief Executive will consider the facts and circumstances of each case, and
where appropriate, any recommendation of the Enforcement Committee, in determining
whether to commence proceedings before the FMT.
5-10-3 In considering whether to commence proceedings before the FMT or Court, the Chief
Executive may take into consideration all relevant circumstances, including but not limited to,
the following matters:
(a)
48

the nature, seriousness and impact of the suspected contravention and whether the
suspected contravention is ongoing;

Articles 33 and 34 of the Regulatory Law 2004
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(b)

the remedies available to the FMT, should the contravention be proven;

(c)

the conduct of the Person after the contravention, including action taken by the
Person to minimise the effect of the contravention and to bring the issue to the
attention of the DFSA;

(d)

the previous disciplinary record and compliance history of the Person;

(e)

action taken by the DFSA in previous similar cases; and

(f)

action taken by a Financial Services Regulator in respect of the conduct of the
Person giving rise to the breach or any related conduct.

5-10-4 The DFSA may, prior to the commencement of proceedings before the FMT or Court,
send a preliminary findings letter to the Person or Persons who are the subject of the
proposed proceedings. Such a letter would generally:
(a)

set out the DFSA’s preliminary view that proceedings should be commenced, the
remedies the DFSA is minded to seek and the general facts upon which the DFSA
has relied upon in forming its preliminary view;

(b)

provide an opportunity to make submissions on the accuracy of the general facts
upon which the DFSA has relied and any proposal to commence proceedings; and

(c)

where appropriate, invite the commencement of settlement discussions (in
accordance with the settlement guidance in section 5-17 of this chapter).

5-10-5 The DFSA will take into account any submissions received in response to a
preliminary findings letter before making a recommendation to the Enforcement Committee
and, ultimately, the Chief Executive about whether to commence proceedings before the
FMT or Court.
5-10-6 If satisfied that the alleged contravention is proven the FMT may make any order
including those set out in Article 34. The orders include fines, censures, compensation,
disgorgement and cease and desist orders.

5-11 INJUNCTIONS AND ORDERS
5-11-1 The DFSA has a broad power to make application to the Court for injunctive relief and
other orders (see Article 92). The DFSA may seek orders including, but not limited to:
(a)

an order restraining a Person that is engaging in conduct that would constitute a
contravention of the Law or Rules;
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(b)

an order requiring a Person to do an act or thing to remedy a contravention or to
minimise loss or damage; or

(c)

any other order as the Court sees fit, including an order restraining the transfer of
assets or the movement of individuals.

5-11-2 In deciding whether an application for an injunction or other order is appropriate in
any given case, the DFSA will consider all relevant circumstances including, but not limited
to, the following matters:
(a)

the nature, seriousness and impact of the contravention and whether the
contravention is ongoing;

(b)

whether the contravention affects, or has the potential to affect, the DFSA’s
objectives;

(c)

whether any party who may have suffered some detriment as a result of the
contravention is able to take their own remedial action;

(d)

where the DFSA considers it necessary to protect regulated entities and customers in
the DIFC;

(e)

whether there is a danger of assets being dissipated or removed from the jurisdiction
of the Court;

(f)

whether there is a danger that the Person or Persons may leave the jurisdiction, and
if so, the effect that the Person’s or Persons’ absence may have on the effectiveness
of the Court’s orders;

(g)

the costs the DFSA would incur in applying for and enforcing an injunction or other
orders and the likely effectiveness of such an injunction or other order;

(h)

the disciplinary record and compliance history of the Person;

(i)

whether, if proven, a suitable remedy is available;

(j)

the extent to which another law enforcement agency or Financial Services Regulator
can adequately address the matter and, if so, that body’s attitude to the matter; and

(k)

whether there is information to suggest that the Person who is the subject of the
possible application is or has been involved in money laundering, terrorist financing or
other form of financial crime or criminal conduct.
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5-12 CIVIL PROCEEDINGS
5-12-1 Article 94 provides that where a Person has:
(a)

intentionally, recklessly or negligently committed a breach of duty, requirement,
prohibition, obligation or responsibility imposed under the Law or Rules ; or

(b)

committed fraud or other dishonest conduct in connection with the matter arising
under the Law or Rules;

the Person is liable to compensate any other Person for any loss or damage caused to that
other Person as a result of such conduct.
5-12-2 Article 94(2) provides that the Court may, on application of the DFSA, or of a Person
who has suffered the loss or damage, make orders for the recovery of damages or for
compensation or for the recovery of property or other order as the Court sees fit, except
where such liability is excluded under the Law and Rules administered by the DFSA.
5-12-3 Article 94 gives the DFSA, and any aggrieved Persons, broad powers to make
application for recovery of damages and other orders where there has been an identified
contravention of the Laws and Rules administered by the DFSA. An aggrieved Person may
exercise rights provided under Article 94 independently or contemporaneously with, and
exclusively of, the DFSA.
5-12-4 The DFSA may not commence proceedings in every case where there may have
been a relevant contravention. This does not prevent, however, any aggrieved Person from
commencing his own proceedings.
5-12-5 In determining whether to commence proceedings, the DFSA may take into account
all relevant circumstances. It is not possible to provide an exhaustive list of the
circumstances that may be taken into account, as they may depend on the facts of the
particular matter. However, the following list indicates some of those matters that may be
considered:
(a)

the nature, seriousness and impact of the suspected contravention and whether the
alleged contravention is ongoing;

(b)

whether the conduct and contravention affects, or has the potential to affect, the
DFSA objectives;

(c)

whether any party who may have suffered some detriment as a result of the alleged
contravention is able to take his own remedial action;

(d)

in circumstances where more than one Person has suffered loss or damage:
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(i)

the number of those that have suffered loss or damage and the amount of
loss or damage involved; and

(ii)

whether it is convenient or possible for a class of aggrieved Persons to run a
proceeding;

(e)

the cost that the DFSA would incur in applying for or enforcing any order that it is
successful in obtaining;

(f)

whether the conduct in question can be adequately addressed by the use of other
regulatory powers;

(g)

whether there is information to suggest that the Person is or has been, involved in
money laundering, terrorist financing or other form of financial crime or criminal
conduct; and

(h)

whether the DFSA has a reasonable chance of success in the relevant proceedings.

5-13 THE COMPULSORY WINDING UP OF A REGULATED ENTITY
5-13-1 The DFSA may apply to the Court for the winding up of a company which is or has
been an Authorised Firm, an Authorised Market Institution or operating in breach of the
Financial Services prohibition where it considers it is just and equitable and in the interests of
the DIFC49.
5-13-2 In deciding whether such an application is just and equitable and in the interests of
the DIFC, the DFSA will consider all relevant circumstances, including but not limited to, the
following matters:
(a)

the need to protect the company’s Clients, particularly in cases where an Authorised
Firm holds or controls Client Assets,

(b)

whether the company has operated in accordance with the laws of the DIFC;

(c)

where the company has contravened the Law or Rules, the nature, seriousness and
impact of the contravention and whether the contravention is ongoing;

(d)

where the company has contravened the Law or Rules, whether any alleged
contravention affects, or has the potential to affect , the DFSA objectives;

(e)

where the company has contravened the Law or Rules, whether there are any other
steps a Person could take or other orders a Court could make to remedy any
contravention;

49

Article 93 of the Regulatory Law
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(f)

whether the needs of those operating in the DIFC and the interests of the DIFC are
best served by the company ceasing to operate;

(g)

in the case of an Authorised Firm, where the DFSA considers that its Licence should
be withdrawn or where it has been withdrawn, the extent to which there is other
business that the firm carries on without authorisation;

(h)

whether there is information to suggest that the company is or has been involved in
money laundering, terrorist financing or other form of financial crime or other criminal
conduct;

(i)

where there is a significant cross border or international element to the business
being carried on by the company, the impact on the business in other jurisdictions
and whether another law enforcement agency or Financial Services Regulator can
adequately address the matter and, if so, that body’s attitude to the matter;

(j)

the extent to which the company has cooperated, and is likely to continue to cooperate, with the DFSA; and

(k)

the nature of the involvement of the officers of a company in the foregoing and
whether this suggests a systemic failure within the company.

5-14 MARKETS LAW - ORDERS IN THE INTERESTS OF THE DIFC
5-14-1 Article 68 of the Markets Law 2012 provides that the Court or FMT, on application by
the DFSA, may make one of a range of orders in relation to a Person, irrespective of whether
a contravention has occurred, if it is in the interests of the DIFC for such an order to be
made.
5-14-2 The DFSA may seek orders from the Court or FMT, including, but not limited to:
(a)

an order that trading in any Investments cease permanently or for such period as is
specified in the order;

(b)

an order that a disclosure be made to the market;

(c)

an order that a person is prohibited from making offers of Securities in or from the
DIFC; or

(d)

an order that a person is prohibited from being involved in Reporting Entities, Listed
Funds or Securities within the DIFC.

5-14-3 Before the DFSA can make an application for an order (whether interim, ex parte or
final), the DFSA must be satisfied that such an order would be in the interests of the DIFC
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and will take into account all relevant circumstances, including, but not limited to, the
following:
(a)

the nature and extent of the conduct or any other matters in question;

(b)

the effect of the conduct or any other matters on the market and the DFSA’s
objectives;

(c)

whether the market is currently informed of all material information;

(d)

what steps the relevant Person has taken in respect of the conduct or any other
matters being considered;

(e)

whether any other form of relief is available to the DFSA or appropriate in the
circumstances;

(f)

whether the relevant conduct or any other matters could have a significant impact on
the integrity of the DIFC market or the confidence in that market; and

(g)

the effect of the conduct or any other matters on the interests of participants in the
DIFC.

5-15 INTERVENTION POWER
5-15-1 Article 95 empowers the DFSA to intervene as a party in any proceeding in the Court
where it considers such intervention appropriate to meet the objectives of the DFSA. Where
the DFSA so intervenes it shall be subject to any other law, and have all the rights, duties
and liabilities of such a party.
5-15-2 This provision does not affect the ability of the DFSA to seek leave to appear in
proceedings, as amicus curiae (i.e. someone not a party to a case, who volunteers to offer
information to assist a court in deciding a matter before it), to make submissions on an issue
of significance to the DIFC or to place material before the Court that may otherwise not be
available.
5-15-3 The DFSA will generally only exercise this right of intervention where it forms the view
that it will not be able to meet its objectives by simply appearing as amicus curiae and that to
fully serve the interests of the DIFC, it is necessary to join the proceeding as a party and stay
involved in the matter throughout.
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5-16 PENALTY GUIDANCE

5-16-1 This section sets out the DFSA’s policy for the determination of a financial penalty
(“penalty”). Such a penalty may be an administrative fine or the submission of a proposed
penalty to the FMT (or other competent tribunal or Court).
5-16-2 The DFSA may also refer to this section when determining an appropriate penalty in
settlement agreements, including an Enforceable Undertaking.
5-16-3 When determining a penalty the DFSA will consider all relevant facts and
circumstances including, but not limited to, the following:
(a)

the DFSA’s objectives;

(b)

the deterrent effect of the penalty on:

(c)

(d)

(i)

Persons that have committed the contraventions; and

(ii)

other Persons that have committed similar contraventions;

the nature, seriousness and impact of the contravention the subject of the penalty
including, but not limited to, consideration of the following factors:
(i)

the duration and frequency of the contravention;

(ii)

whether the contravention revealed serious or systemic weakness in the
Person’s management, systems and controls relating to all or part of the
Person’s business;

(iii)

in market misconduct cases, the DFSA should consider whether the
contravention had an adverse effect on markets and, if it did, how serious that
effect was and may consider the risk to the reputation of the DIFC markets;

(iv)

the loss or risk of loss caused to consumers, investors or other market users;
and

(v)

the nature and extent of any crime facilitated, occasioned or otherwise
attributable to the contravention.

the extent to which the contravention was committed deliberately or recklessly
including, but not limited to, consideration of the following factors:
(i)

in relation to an individual:
(A)

whether the contravention was intentional (in that the individual intended
or foresaw the potential or actual consequences of his actions);
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(ii)

(B)

whether the individual has given no consideration to the consequences
of the behaviour that constitutes the contravention.

(C)

where the individual has not followed a firm’s internal procedures and/or
the relevant DFSA Laws and Rules, the reasons for not doing so; and

(D)

where the individual has taken decisions beyond his field of skill,
competence and experience, the reasons for the decisions and for their
being taken by that individual;

in relation to a firm:
(A)

whether the contravention was intentional or reckless; for example,
where a firm deliberately takes a course of action when it knew the
actual or potential consequences of its actions;

(B)

where the firm’s internal procedures were intentionally designed to
produce the contravention or were drafted in such a way that the
contravention was probable; and

(C)

where the firm has acted beyond its field of competence; for example, by
entering into a business line with which it has no previous experience;

(e)

if the contravention involved a number of Persons, the degree of involvement and
specific role of each Person;

(f)

the benefit gained (whether direct or indirect, pecuniary or non-pecuniary) or loss
avoided as a result of the contravention which is the subject of the penalty;

(g)

the conduct of the Person on whom the penalty is imposed following the
contravention including, but not limited to, consideration of the following factors:

(h)

(i)

whether or not the Person brought the contravention to the DFSA’s attention
(or to the attention of other regulatory authorities, where relevant);

(ii)

the degree of cooperation the Person showed during the DFSA’s enquiries
and investigation of the contravention; and

(iii)

any remedial steps taken by the Person since the contravention was identified
(and whether those steps were taken at the Person’s own initiative or that of
the DFSA);

the difficulty in detecting and investigating the contravention the subject of the
penalty;
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(i)

whether the Person committed the contravention the subject of the penalty in such a
way as to avoid or reduce the risk that the contravention would be discovered. A
Person’s incentive to commit a contravention may be greater where the contravention
which is, by its nature, harder to detect. The DFSA may therefore impose a more
significant penalty where it considers that a Person committed a contravention in such
a way as to avoid or reduce the risk that the contravention would be discovered;

(j)

the disciplinary record and compliance history of the Person on whom the penalty is
imposed including, but not limited to, consideration of the following factors:

(k)

(i)

whether the DFSA or any other law enforcement agency or Financial Services
Regulator has taken any previous enforcement action against the Person;

(ii)

whether the Person has previously undertaken not to do a particular act or
engage in particular behaviour (for example in an Enforceable Undertaking to
the DFSA); and

(iii)

whether the DFSA or any other law enforcement agency or Financial Services
Regulator has previously taken supervisory action against the Person (for
example by restricting the business of the Person) or has previously
requested the Person to take remedial action and the extent to which that
action has been taken; and

the financial circumstances of the Person, particularly in the case where the DFSA is
considering an administrative fine, including, but not limited to a consideration of
whether there is verifiable evidence of serious financial hardship or financial
difficulties if the Person were to pay the level of a financial penalty appropriate for the
particular contravention.

5-16-4 The DFSA may take into account that natural persons may not always have the
financial resources of a body corporate and that enforcement action may have a greater
impact on a natural person than a body corporate.
5-16-5 The DFSA may consider the potential impact on a firm’s financial position which may
result from a proposed penalty, particularly in relation to the implications for a firm’s clients
and, where relevant, the firm’s ability to pay restitution.

5-17 SETTLEMENT GUIDANCE
5-17-1 A settlement is a resolution, between the DFSA and a third party, to agree an
outcome resulting from an investigation. A Person who is or may be the subject of any form
of enforcement action arising out of or during the course of an investigation may enter into
settlement discussions with the DFSA.
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5-17-2 Settlement discussions are possible at any stage of the enforcement processes,
either before or after enforcement action has commenced. When considering whether or not
to enter into negotiations for settlement, or a settlement agreement, the DFSA will consider
its objectives.
5-17-3 The DFSA generally considers that the early settlement of an investigation advances
its objectives in that it may result in, for example, consumers obtaining compensation sooner,
the saving of DFSA and industry resources, and the promotion of good business and
regulatory practices.
5-17-4 The DFSA’s general view is that settlement discussions should take place as early as
possible. However, the DFSA will only be able to settle when it is confident it has sufficient
understanding of the nature and gravity of the suspected misconduct to make a reasonable
assessment of the appropriate outcome.
5-17-5 The DFSA expects settlement discussions to take place on a “without prejudice”
basis; namely, that no party to the discussions may subsequently rely upon any admissions
or statements made during the course of the settlement discussion or on any document
created recording those discussions.
5-17-6 The DFSA will only settle when the agreed terms result in what the DFSA considers
to be an effective regulatory outcome.
5-17-7 The DFSA will set clear and reasonable timetables for settlement discussions to
ensure they do not unreasonably delay settlement or a regulatory or enforcement outcome.
5-17-8 Settlement in particular circumstances should not be regarded as binding precedent
for future settlement discussions.
Factors the DFSA Will Consider When Contemplating Settlement
5-17-9 In deciding whether a proposed settlement is acceptable and in accordance with
meeting its objectives, the DFSA will consider a number of factors, including but not limited
to:
(a)

the nature, seriousness and impact of the conduct or suspected contravention the
subject of the proposed settlement, and whether the suspected contravention is
continuing;

(b)

whether the Person is prepared to acknowledge publicly the DFSA’s concerns about
the conduct or suspected contravention which is the subject of the proposed
settlement, and the necessity for protective or corrective action;

(c)

whether the conduct or suspected contravention which is the subject of the proposed
settlement was inadvertent;
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(d)

whether the suspected contravention which is the subject of the proposed settlement
was the result of the conduct of one or more individual officers or employees of the
Person;

(e)

the seniority and level of experience of the individuals involved in the conduct and/or
suspected contravention which is the subject of the proposed settlement;

(f)

whether the Person co-operated with the DFSA, including providing complete
information about the conduct or suspected contravention which is the subject of the
proposed settlement, and any remedial action taken by the Person;

(g)

whether the settlement will achieve an effective outcome for those (such as
consumers or investors) who have been adversely affected by the conduct and/or
suspected contravention which is the subject of the proposed settlement;

(h)

whether the Person is likely to comply with the terms of the settlement;

(i)

whether the Person’s compliance with the Law and Rules generally will be improved;

(j)

the disciplinary record and compliance history of the Person;

(k)

the prospects for a swift resolution of the matter; and

(l)

whether the settlement promotes general deterrence in making regulated entities in
the DIFC aware of the conduct or suspected contravention which is the subject of the
proposed settlement, and the consequences arising from engaging in similar conduct
or contraventions.

Form of Settlement
5-17-10 Any settlement entered into by the DFSA will be documented in the form of a legally
enforceable agreement executed by all parties. Generally, a settlement accepted by the
DFSA will be in the form of an Enforceable Undertaking.
Enforceable Undertakings
5-17-11 An Enforceable Undertaking (EU) is a written promise, made under Article 89, to do
or refrain from doing a specified act or acts. It is an alternative mechanism for regulating
contraventions of the Law or Rules.
Acceptance of an Enforceable Undertaking
5-17-12 An EU may be given by a Person at any time, either before, during or after an
investigation or before the commencement of litigation or proceedings in the Court or FMT
and accepted by the DFSA. The DFSA does not have the power to require a Person to enter
into an EU, nor can a Person compel the DFSA to accept an EU. This does not mean,
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however, that the DFSA cannot propose an EU to a Person, during the course of settlement
negotiations, or provide a Person with a draft EU to provide guidance as to the terms of an
EU that the DFSA would be willing to accept in the circumstances of the matter.
5-17-13 The DFSA may accept an EU that it considers necessary or desirable in pursuit of
its objectives. Article 89 does not prescribe a particular structure or format to an EU.
However, in the context of an enforcement matter, the DFSA will generally only accept an EU
that:
(a)

contains an admission or acknowledgement of any contraventions of the Law or
Rules or the DFSA concerns;

(b)

contains undertakings that address the DFSA’s concerns; and

(c)

contains an agreement to make the EU public, and an agreement not to make public
statements that conflict with the spirit of the EU.

5-17-14 A Person offering an EU to the DFSA may also undertake in the EU to pay the
DFSA’s costs, including any costs associated with compliance with the EU.
5-17-15 An EU will not take effect until it is formally accepted by the Chief Executive of the
DFSA or his delegate.
Variation or Withdrawal
5-17-16 Once accepted by the DFSA, an EU can only be withdrawn or varied with the
consent of the DFSA in writing. The DFSA will only consider a request to vary an undertaking
if:
(a)

the variation will not alter the spirit of the original undertaking;

(b)

compliance with any one or more terms of the undertaking is subsequently found to
be impractical or impossible; or

(c)

there has been a material change in the circumstances which led to the undertaking
being given.

Compliance with an EU
5-17-17 If the DFSA considers that a Person has not complied with a term of the EU, the
DFSA may apply to the Court for appropriate orders. The DFSA may publicise the fact of the
application to the Court and any subsequent orders of the Court. The DFSA will also seek
the costs of the application.
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5-18 COSTS

5-18-1 The DFSA will generally seek litigation costs orders from the Court and the FMT
where it has commenced a proceeding and been successful in achieving the outcome
sought.
5-18-2 The DFSA may also make an application claiming the costs of an investigation where
the FMT or any court of law, as a result of that investigation, has found a contravention of the
Law or Rules50. Such applications are described in section 5-10 of this chapter.
Undertakings as to Damages
5-18-3 Pursuant to Article 47(1) of the Court Law, the Court shall not require the DFSA to
give an undertaking as to damages as a condition for granting an injunction or any order
made under DIFC Law. In making any order the Court shall not take into account in
determining the merits of an application for the injunction that the DFSA has not given an
undertaking as to damages.
Enforcement of orders
5-18-4 The DFSA will do all things necessary and where appropriate, commence relevant
actions to ensure full compliance with any orders of the FMT or of the Court which arise out
of an investigation.
5-18-5 In particular, Article 87(5) provides that the DFSA may apply to the Court for recovery,
as a debt due, of so much of a fine as is not paid by a party together with costs. Further, in
appropriate circumstances, the DFSA may apply to the Court for the winding up of a body
corporate.

5-19 PUBLICITY
5-19-1 This Policy Statement describes how the DFSA Executive may comment publicly on
investigations, enforcement actions and other formal regulatory decisions51, subject to any
independent determinations by the Regulatory Appeals Committee (RAC), Financial Markets
Tribunal (FMT) and courts, unless otherwise ordered by any of these bodies, including:
(a)

General policy on publicity of enforcement actions;

(b)

Commencement and conclusion of investigations;

(c)

Commencement of proceedings;

50
51

Article 79(2) of the Regulatory Law
In the remainder of the section we refer to ‘enforcement actions’, for brevity. Formal regulatory decisions are those that are
made by a Decision Maker and are reviewable by the RAC.
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(d)

Disclosure of Decisions;

(e)

Disclosure of Settlement Agreements and Enforceable Undertakings;

(f)

Content of Publication; and

(g)

Mode of Publication.

General policy on publicity of enforcement actions
5-19-2 The DFSA expects to publish, in such form and manner as it regards appropriate,
information and statements relating to enforcement actions, including censures and any
other matters which the DFSA considers relevant to the conduct of affairs in the DIFC. The
publication of enforcement outcomes is consistent with the DFSA’s commitment to open and
transparent processes and with the pursuit of its objectives.
5-19-3 In all cases the DFSA retains the discretion to take a different course of action, where
it furthers the DFSA’s achievement of its objectives or is otherwise in the public interest to do
so. For example, the DFSA may decide to publish at an earlier stage than suggested by the
general policy, where circumstances justify this.
Commencement and conclusion of investigations
5-19-4 The DFSA expects not to publicise the commencement, conduct or conclusion of
investigations.
5-19-5 Where the DFSA has publicised that it is conducting an investigation and no
enforcement action results, the DFSA would issue a press release confirming the conclusion
of the investigation and that no action is to be taken.
5-19-6 The DFSA expects not to publicise information about referrals to a Decision Maker.
Commencement of proceedings
Decision Maker
5-19-7 Reasons for this information not normally being published include:
(a) oral and written submissions in regard to a matter before a Decision Maker are
confidential and made in private;
(b) hearings are held in private; and
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(c) the release of information by the Decision Maker prior to a full and complete
consideration of all submissions and facts may be contrary to the DFSA’s objectives or
not in the public interest.
RAC, FMT or a court
5-19-8 The DFSA expects to publicise information about the commencement and the
hearing of proceedings before the RAC, FMT or courts, unless otherwise ordered by any of
the bodies the proceedings are heard by.
Disclosure of Decisions
Decision Maker Decisions
5-19-9 The DFSA expects to make public any decision made by a Decision Maker, and to do
so in a timely manner after any relevant appeal period has expired or appeal process has
come to an end.
5-19-10 In circumstances where the DFSA considers it necessary to publish at an earlier
stage, the publication will refer to the right of appeal which the affected party has and the
time limit for that appeal. The DFSA would consider it necessary to publish at this early
stage, where to do so enables it to achieve its objectives or it is in the public interest to do so.
Before making a decision public the DFSA will endeavour to give affected parties notice of its
intent to publish within an appropriate timescale.
5-19-11 If the affected party exercises its right of appeal, then the DFSA will publicise that
fact unless otherwise ordered. When the appeal has been heard and determined, the DFSA
expects to publicise the result of the appeal (subject only to the RAC or FMT – see 5-19-12).
RAC, FMT or a court decision
5-19-12 The Regulatory Law 2004 requires all RAC and FMT hearings to be heard in public
unless otherwise ordered by the RAC or FMT. The RAC and FMT may exercise their
discretion not to make public any decisions they may make. Where they do determine to
publish their decisions including interim decisions the RAC and FMT will publish these on
their respective websites which are maintained on the DFSA website. Following hearings and
decisions by these bodies, the DFSA expects to make timely public disclosure of their
decisions, including any interim decisions, unless otherwise ordered.
5-19-13 Decisions made by the courts will be publicised by the DFSA in a timely manner,
unless ordered otherwise.
5-19-14 This approach is adopted on the basis that any delay in disclosure may hinder and
unfairly prejudice the DFSA in achieving some of its primary objectives, namely
transparency, fairness, financial stability, fostering confidence, and consumer protection. For
example, non-disclosure may potentially prejudice users and prospective users of financial
services in the DIFC if they are acting unaware of facts known in the enforcement action.
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Disclosure of Enforceable Undertakings or other settlements
5-19-15 The DFSA expects to publicly disclose all settlements of enforcement matters,
including Enforceable Undertakings, to ensure all market participants are clearly informed.
This will also be part of the negotiations that lead to the agreement.
5-19-16 The DFSA may be otherwise ordered or required by law not to publish. For example,
disclosure may not occur if a third party has commenced proceedings in the courts in respect
of the same conduct and the publication of the undertaking or settlement may prejudice that
party’s case in the court. However, simply because a third party has commenced
proceedings does not preclude the DFSA from publishing its settlements, including
Enforceable Undertakings.
Content of Publication
5-19-17 The DFSA expects to make appropriate disclosures when publishing Enforceable
Undertakings, settlement agreements, proceedings before, and decisions of, RAC, FMT or a
court. Appropriate disclosures should provide sufficient meaningful information to achieve the
regulatory objectives of the DFSA.
5-19-18 The DFSA expects to take into consideration any privileged or sensitive information
when considering the content of its publications. In doing so, it will also consider the
possibility that any publication may also potentially affect the rights of a third party and, if so,
will endeavour to give that third party an opportunity to make representations on the
publication.
Mode of Publication
5-19-19 Publication may take any one or more forms including, for example, a media
release, the DFSA website, and any other suitable forums as determined by the DFSA.

5-20 MAINTENANCE OF REGISTERS
5-20-1 The DFSA is also required to publish and maintain a register52 in respect of:
(a)

withdrawals and suspensions of Licences and authorisations of Authorised Firms,
Authorised Market Institutions and Authorised Individuals;

(a)

withdrawals of registration of Ancillary Service Providers; and

(b)

withdrawals and suspensions of Auditors.

52

Article 62 of the Regulatory Law 2004
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5-21 CONCLUSION OF AN INVESTIGATION
5-21-1 The DFSA will conclude an investigation when:
(a)

it determines to take no further action in response to the suspected contraventions of
the Law and Rules subject of the investigation; and

(b)

all remedies and obligations resulting from an investigation are concluded and
fulfilled.

5-21-2 The DFSA may determine to take no further action in respect of the suspected
contraventions that are the subject of an investigation due to insufficiency of evidence or in
circumstances where pursuing an enforcement action in respect of the suspected
contraventions would not accord with the DFSA’s objectives.
Costs of investigation
5-21-3 Where a Person is found by the FMT or Court to have contravened a provision of the
Law or Rules, the FMT or Court may order53 that Person to reimburse the DFSA in respect of
the whole or a specified part of the costs and expenses of the investigation, including the
remuneration of an officer involved in the investigation.

53

Article 79 (2) of the Regulatory Law 2004
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6 DECISION MAKING
6-1 INTRODUCTION

6-1-1 This chapter sets out the DFSA’s general approach to making decisions in the exercise
of its discretionary powers, including those set out in chapters 4 and 5 of this Sourcebook.
6-1-2 A reference to:
(a)

an Article in this chapter is a reference to an Article in the Regulatory Law 2004,
unless otherwise stated; and

(b)

the Law in this chapter is a reference to any legislation administered by the DFSA.

6-1-3 The DFSA is aware that when it makes a decision to take certain action or pursue a
remedy, such decisions are likely to affect the rights, interests and legitimate expectations of
Persons. Therefore, the DFSA has put in place a fair and transparent decision making
process.

6-2

WHO CAN EXERCISE A DFSA POWER?

6-2-1 The DFSA’s powers can be exercised by the Chief Executive and any DFSA officer
with an appropriate delegation.
6-2-2 Some DFSA powers can be exercised only by the Chief Executive, or an individual
acting in the capacity of the Chief Executive. An example of such a decision is the power to
commence an investigation under Article 78 of the Regulatory Law 2004.
6-2-3 The decisions which are made by the DFSA generally fall into two main categories:
(a)

the first category is those decisions made by the DFSA in response to an application
or notification made by a Person to the DFSA to obtain a right, status or other
privilege which the Person would not have, unless the DFSA grants such a right,
status or other privilege. These decisions mainly involve “entry control” or “gatekeeper” type decisions. An example of such a decision is when the DFSA considers
an application for a Licence or extension to an existing Licence. Such decisions are
referred to as “Executive Decisions” in this chapter; and

(b)

the second category is those decisions which result from action initiated by the DFSA
and which can have a significant adverse impact on the existing rights, interests and
legitimate expectations of Persons. An example of such a decision is when the DFSA
seeks to withdraw an Authorised Person’s Licence. Such decisions are referred to as
“Decision Maker Decisions” in this chapter.
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6-3

WHAT ARE THE DFSA’S DECISION MAKING PROCEDURES?

6-3-1 Subject to the considerations of procedural fairness, the decision making procedures of
the DFSA will generally take into account matters including:
(a)

the requirements set out in the relevant Law and Rules;

(b)

the nature of the decision, including its complexity, importance and urgency; and

(c)

the extent and manner in which the rights, interests and legitimate expectations of
Persons may be affected by the decision.

6-3-2 In regard to 6.3.1(b), the DFSA has appropriate procedures for making Executive
Decisions (see section 6-4) and Decision Maker Decisions (see section 6-5).
6-3-3 Generally, decisions of the DFSA which affect the rights of a Person are appealable to
the DFSA’s Regulatory Appeals Committee. The Regulatory Appeals Committee is a
committee of the DFSA Board which will conduct a full merits review of certain decisions
made by the DFSA. In doing so, it looks at the facts afresh, and can make a new decision
ensuring procedural fairness, objectivity and transparency in arriving at its decision. A
decision of the Regulatory Appeals Committee may be reviewed by the DIFC Court by way
of judicial review on a point of law. For more information on the Regulatory Appeals
Committee, including its rules and procedures, please see the DFSA’s website
(www.dfsa.ae).
6-3-4 Based on the above considerations, the DFSA has prepared a list containing the most
common types of decisions it may take and the types of procedures followed in making such
decisions (see Appendix 1 to this chapter). This list also sets out whether a Person has a
right of appeal to the Regulatory Appeals Committee in respect of a particular decision.
However, it is not an exhaustive list.

6-4

EXECUTIVE DECISION PROCEDURES

6-4-1 The Executive Decisions of the DFSA are generally operational decisions which involve
the DFSA being called upon to make a decision in response to an application or notification
made by a Person. Some examples of these decisions include where the DFSA proposes to:
(a)

grant an application for a Licence or an extension to such a Licence of an Authorised
Person;

(b)

grant an application for an Authorised Individual’s status;

(c)

register an Ancillary Service Provider or Auditor;

(d)

register a Public Fund;

(e)

approve an application for a change in control by an Authorised Person; or

(f)

approve a Prospectus filed with the DFSA.
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6-4-2 The decisions of the kind referred to above are generally decisions which would confer
on a Person a right or authority to undertake specified activities or enjoy a particular privilege
or status only if the DFSA decides to grant the relevant licence, registration, approval, or
privilege sought. Although a Person does not have any vested rights relating to the subject
matter of the application or notification, that Person has:
(a)

a right to be treated fairly and properly by the DFSA when considering the relevant
application or notification; and

(b)

a right to have the DFSA’s decision reviewed by the Regulatory Appeals Committee.

Procedural fairness principles
6-4-3 Because a Person has a right to be treated fairly and properly during the course of
processing the application or notification made by that Person, a DFSA officer making an
Executive Decision is expected to:
(a)

act without bias or conflict of interest;

(b)

give the Person a fair right to present his case; and

(c)

take into account only those considerations which are relevant to the matter to be
decided upon.

Acting without bias or conflict of interest
6-4-4 A DFSA officer is expected to act impartially. If an officer has a vested financial or
personal interest in the subject matter of the decision, a conflict of interest may arise that
prevents a decision being made by that officer.
6-4-5 A DFSA officer who has a financial or other personal interest in the subject matter of
the decision, is required to disclose the fact to the DFSA, and where such interest is material,
not act in relation to such decision.
Right to present his case
6-4-6 A Person who will be affected by a decision of the DFSA has the right to present his
case. This right arises at the point of submission of an application or notification, and
continues during the process until a decision is made. Generally, the application or
notification form which is required to be submitted by the Person who is asking for such a
decision to be made will contain all the information relevant to the DFSA decision sought.
The DFSA officer may require further information if the information provided is not complete.
6-4-7 In some cases, the DFSA officer will obtain information relevant to the matter in
relation to which the decision is to be made from sources other than the Person making the
application or notification (external sources) in response to which the decision has to be
made. As a matter of fair procedure, where information is obtained from an external source,
particularly if that information has an adverse bearing (for example, information that does not
support the grant of a Licence, authorisation or approval sought from the DFSA), the DFSA
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officer should, before acting on such information (subject to any confidentiality obligations),
give to the Person making the application or notification a right to comment upon the adverse
information before making his decision.
Relevant considerations
6-4-8 The DFSA officer is expected to take into account only those considerations which are
relevant to the matter to be decided upon. Taking into account only those considerations
which are relevant to the matter to be decided upon necessarily requires disregarding any
irrelevant information. This also requires the DFSA officer to ensure that he has all the
material information that is necessary to be able to make the relevant decision. For this
purpose, the DFSA officer may ask for further information.
Right of review
6-4-9 Generally, a Person affected by an Executive Decision has a right of review of that
decision (see paragraph 6-3-3 above). To enable the Person affected by the DFSA decision
to exercise that right effectively, the DFSA Officer will inform the relevant Person without
undue delay of:
(a)

the decision and the reasons for making that decision;

(b)

any information required to be provided by the relevant Law or Rule empowering the
action; and

(c)

if applicable, the fact that the Person has the right to appeal the decision to the
Regulatory Appeals Committee, the process for making the appeal and the period
within which the appeal can be lodged.

6-5

DECISION MAKER PROCEDURES

6-5-1 Decision Maker Decisions result from action initiated by the DFSA which can have a
significant adverse impact on the existing rights, interests or legitimate expectations of a
Person.
6-5-2 The procedures that must be followed when making such decisions are often
prescribed in the Laws and Rules administered by the DFSA. These decisions attract
prescribed procedures because they can have a significant adverse impact on the existing
rights, interests or legitimate expectations of Persons. Therefore, a Decision Maker is bound
by procedural fairness principles such as those set out in paragraphs 6-4-3 to 6-4-8, in
addition to the considerations noted below.
6-5-3 Decision Maker Decisions are made by a DFSA officer known as a Decision Maker.
The Decision Maker will be a person with no previous direct involvement in the matter to
which the decision relates. Examples of these decisions include where the DFSA, on its own
initiative, proposes to:
(a)

impose an administrative fine or censure,
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(b)

withdraw a Licence of an Authorised Person;

(c)

withdraw the status of an Authorised Individual;

(d)

withdraw the registration of an Ancillary Service Provider or Auditor; or

(e)

withdraw the registration of a Public Fund.

6-5-4 Decision Maker Decisions are often, but not always, made by the DFSA at the
conclusion of an investigation.
Prior Representation Procedures
6-5-5 Decision Maker Decisions generally involve prescribed procedures, which require the
Decision Maker to give to the Person who will be affected by his decision (“the Affected
Person”) a right of representation prior to making his decision. Prior representation
procedures involve the Decision Maker giving to the Affected Person:
(a)

a written notice setting out the basis on which he proposes to exercise the relevant
DFSA power; and

(b)

a suitable opportunity to make representations prior to the Decision Maker’s
exercising the relevant DFSA power, unless the Law or Rules provide for making a
decision without giving a prior right of representation. In the latter case, generally, a
right of representation is given immediately after the decision is made (see
paragraphs 6-5-12 to 6-5-16).

6-5-6 If the Decision Maker receives no response or representations from the Affected
Person within the period specified in the notice, the Decision Maker may regard the
allegations or matters in the notice as undisputed and proceed to make his decision.
6-5-7 If, however, the Affected Person makes representations, then the Decision Maker will
take into account those representations in making his decision on the basis of the material
then available, subject to seeking further clarification of any issues that might arise from such
representations.
6-5-8 Should the Affected Person wish to make oral representations in addition to, or in lieu
of, written submissions, he should notify the Decision Maker as soon as practicable and
within the timeframe provided for making representations. The notification should specify the
matters on which the Person wishes to make oral representations, how long the Person
expects the representations will take and the names of any representatives appointed to
attend the hearing at which the representations will be made.
6-5-9 The Affected Person may appoint one or more representatives of that Person’s choice
(who may be legally qualified) to attend the meeting at which representations will be made.
Such representatives may make, or assist in making, the representations.
6-5-10 As soon as is reasonably practicable after receiving the notification for the meeting to
take place, the Decision Maker will specify the time and place at which the meeting will take
place. Before making his decision, the Decision Maker may also seek further comments or
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clarification from DFSA officers on matters that were represented to him by the Affected
Person.
6-5-11 Upon making the relevant decision, a written notice setting out the DFSA decision,
the reasons for making such decision and any right of appeal to the Regulatory Appeals
Committee must be given to the Affected Person.
Post Representations Procedures
6-5-12 In certain circumstances a Decision Maker is not required to follow the procedures
relating to prior representations when exercising specific DFSA powers. These
circumstances are set out in the relevant Law and Rules. For example, the DFSA is not
obliged to provide an Affected Person with a prior opportunity to make representations where
any delay likely to arise from giving such a right is prejudicial to the interests of the DIFC.
These circumstances can sometimes apply in the decision to:
(a)

withdraw an authorisation in relation to one or more Financial Services for which an
Authorised Person is authorised under a Licence (see Article 50);

(b)

withdraw a Licence of an Authorised Person (see Article 51);

(c)

impose conditions and restrictions, impose additional conditions and restrictions, or
vary or withdraw existing conditions and restrictions on a Licence of an Authorised
Person (see Article 49);

(d)

restrict a Person from performing one or more Licensed Functions or suspend or
withdraw Authorised Individual status from such a Person (see Article 58(2));

(e)

impose conditions and restrictions, impose additional conditions and restrictions, or
vary or withdraw existing conditions and restrictions on Authorised Individual status
(see Article 57);

(f)

restrict Persons from performing functions (see Article 58(1)); and

(g)

remove a Recognised Person from the list of Recognised Persons (see Article 37(7)
of the Markets Law and REC Rule 4.4.4).

6-5-13 In deciding whether any delay is prejudicial to the interests of the DIFC, the Decision
Maker will take into account factors including, but not limited to:
(a)

the extent of any loss, or risk of loss, or other adverse effect on DIFC regulated
entities or customers;

(b)

the extent to which assets appear to be at risk;

(c)

the nature and extent of any false or inaccurate information provided by the Person to
the DFSA;

(d)

the seriousness of any suspected breach of the requirements of the Law or Rules and
the steps that need to be taken to correct that breach;
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(e)

the risk that the Person or the Person’s business may be used or has been used to
facilitate money laundering or other financial crime;

(f)

the Person’s conduct in identifying the conduct and taking action in respect thereto;
and

(g)

the impact that use of the DFSA’s powers will have on the Person’s business or on its
customers.

6-5-14 In some cases, the relevant provisions expressly require Affected Persons to be
given a right of representation following the making of a decision without being given prior
representation rights. The right arises when the decision involves:
(a)

imposing conditions and restrictions or additional conditions and restrictions, or
varying or withdrawing conditions and restrictions imposed on a Licence of an
Authorised Person (see Article 49); or

(b)

imposing conditions and restrictions or additional conditions and restrictions, or
varying or withdrawing conditions and restrictions on Authorised Individual status (see
Article 57),

and the DFSA concluded that any delay would be prejudicial to the interests of the DIFC. The
Decision Maker will allow the Person the opportunity to make representations within fourteen
days (or such longer period as may be agreed) from the date of the decision.54
6-5-15 Where the relevant Law or Rules do not expressly confer on an Affected Person a
right to make representation, where the DFSA makes a decision without giving a prior right of
representation due to any delay being prejudicial to the interests of the DIFC, the DFSA will
generally provide such a person a post decision right of representation.
6-5-16 Where a post decision representation right is given, the Decision Maker will confirm,
withdraw or vary his decision taking into account the representations made. The procedures
for considering representations are the same as noted in paragraphs 6-5-5 to 6-5-11 for prior
representations.
Article 75, 75A and 76 powers
6-5-17 Pursuant to Articles 75, 75A and 76 of the Regulatory Law 2004, the DFSA has the
power by which:
(a)

54

prohibitions or requirements can be imposed on an Authorised Person’s business
such as those relating to certain specified business transactions, soliciting business
from specified persons or carrying on business in a specified manner (see Article 75);

Articles 49(5) and 57(5) of the Regulatory Law 2004.
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(b)

for prudential purposes, directions can be imposed on an Authorised Firm or
Authorised Firms within a specified class (see Article 75A); and

(c)

prohibitions or requirements can be imposed on an Authorised Person’s dealings in
property such as prohibitions against dealing in property other than in a specified
manner (see Article 76).

6-5-18 The Article 75 and 76 powers do not require the DFSA to give an Affected Person the
opportunity to make representations, prior to the DFSA exercising such powers. This is
because such powers are designed to enable the DFSA to act swiftly in the circumstances
set out in GEN Rule 11.13.1. These circumstances include where the DFSA considers that
any prohibition or requirement is necessary to ensure that customers, Authorised Persons or
the financial system are not adversely affected by the activities of the Affected Person.
6-5-19 Before issuing a direction under Article 75A, the DFSA will provide an Affected
Person with an opportunity to make written and oral representations. Where the DFSA needs
to exercise its powers swiftly under Article 75A, it will not be possible to provide an Affected
Person with an opportunity to make representations to the DFSA prior to the issue of the
relevant direction. However, an opportunity to make representations immediately after the
issue of such direction will be afforded to the Affected Person.
6-5-20 Given that the DFSA may be required to act swiftly when it exercises its Article 75,
75A and 76 powers, the Decision Maker may be a DFSA officer who might have had
supervisory or other regulatory responsibilities, including enforcement responsibilities, in
relation to the Affected Person.
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DFSA’S REGULATORY POWERS

A reference to executive* refers to the Chief Executive or a DFSA Officer that has been delegated the authority to act as Chief Executive.

Regulatory Law 2004
Description

Type of Decision

Right of appeal
to RAC

Article 33

when the DFSA is proposing to commence proceedings before the Financial Markets
Tribunal

executive*

No

Article 46

when the DFSA is proposing to require an applicant to provide additional information
reasonably required to decide an application for a Licence

executive

No

Article 47

when the DFSA is proposing to refuse to grant an application for a Licence, or, an
extension to a Licence

executive

Yes

Article 48

when the DFSA is proposing to grant an application for a Licence, or, an extension to
a Licence, with or without conditions and restrictions

executive

No

Article 49(1)

when the DFSA, at the request of an Authorised Person, is proposing to impose
conditions and restrictions or additional conditions and restrictions on a Licence, or,
vary or withdraw conditions and restrictions on such Licence

executive

Yes

Article 49(1)

when the DFSA, on its own initiative, is proposing to impose conditions and

decision maker

Yes

Article
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Regulatory Law 2004
Article

Description

Type of Decision

Right of appeal
to RAC

executive

Yes

decision maker

Yes

executive

Yes

decision maker

Yes

restrictions or additional conditions and restrictions on a Licence, or, vary or withdraw
conditions and restrictions on such Licence
Article 50(1)

when the DFSA, at the request of an Authorised Person, is proposing to withdraw an
authorisation in relation to one or more Financial Services under a Licence

Article 50(1)

when the DFSA, on its own initiative, is proposing to withdraw an authorisation in
relation to one or more Financial Services under a Licence

Article 51

when the DFSA, at the request of an Authorised Person, is proposing to withdraw a
Licence

Article 51

when the DFSA, on its own initiative, is proposing to withdraw a Licence

Article 54

when the DFSA is proposing to require an applicant to provide additional information
reasonably required to decide an application for an Authorised Individual status

executive

No

Article 55

when the DFSA is proposing to refuse to grant an application for an Authorised
Individual status, or, an extension to such status

executive

Yes

Article 56

when the DFSA is proposing to grant an application for an Authorised Individual

executive

No
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Regulatory Law 2004
Article

Description

Type of Decision

Right of appeal
to RAC

executive

Yes

status, or, an extension to such status, with or without conditions and restrictions

Article 57

when the DFSA, at the request of an Authorised Person, is proposing to impose
conditions and restrictions or additional conditions and restrictions on the grant of an
Authorised Individual’s status, or, vary or withdraw conditions and restrictions on such
status

Article 57

when the DFSA, is proposing on its own initiative, to impose conditions and
restrictions or additional conditions and restrictions on the grant of an Authorised
Individual’s status, or, vary or withdraw conditions and restrictions to such status

decision maker

Yes

Article 58(1)

when the DFSA, on its own initiative, is proposing to restrict an individual from
performing one on more functions in connection with the provision of Financial
Services or Ancillary Services

decision maker

Yes

Article 58(2)

when the DFSA, at the request of a relevant person or Authorised Person, is
proposing to either restrict, suspend or withdraw the status of an Authorised Individual

executive

Yes

Article 58(2)

when the DFSA, on its own initiative, is proposing to either restrict, suspend or
withdraw the status of an Authorised Individual

decision maker

Yes
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Regulatory Law 2004
Article

Description

Type of Decision

Right of appeal
to RAC

Article 60(3)

when the DFSA is proposing to grant an application for registration as an Ancillary
Service Provider

executive

No

Article 60(3)

when the DFSA is proposing to refuse to grant an application for registration as an
Ancillary Service Provider

executive

Yes

Article 73

when the DFSA is proposing to either obtain information or documents, or to enter the
premises of any Authorised Firm, Authorised Market Institution, Ancillary Services
Provider or Fund for the purpose of inspecting and copying information within the
premises

executive

No

Article 74

when the DFSA is proposing to require an Authorised Firm or Authorised Market
Institution to provide a report on any matter or information about which the DFSA
could have or has required under Article 73

executive

Yes

Article 75

when the DFSA is proposing to impose a prohibition or requirement on the business
of an Authorised Firm, Authorised Market Institution, Fund Manager or Fund

decision maker

Yes

decision maker

Yes

Article 75A

when the DFSA for prudential purposes is proposing to require an Authorised Firm or
Authorised Firms within a specified class to comply with a direction
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Regulatory Law 2004
Article

Description

Type of Decision

Right of appeal
to RAC

Article 76

when the DFSA is proposing to impose on an Authorised Firm or Authorised Market
Institution a prohibition, from or requirement to dealing with relevant property

decision maker

Yes

Article 77(2)

when the DFSA is proposing to substitute or vary a prohibition or requirement made
under Articles 75 and 76

decision maker

No

Article 77(2)

when the DFSA is proposing to withdraw a prohibition or requirement made under
Article 75 and 76

decision maker

No

Article 78

when the DFSA is proposing to conduct an investigation under Chapter 2 of Part 5

executive*

No

Article 79(2)

when the DFSA is proposing to apply to the Court to recover part or all of the costs of
an investigation

executive

No

Article 80

when the DFSA is proposing to exercise powers of compulsion to obtain information,
documents and testimony from any person that may be relevant to an investigation

executive

No

Article 84

when the DFSA is proposing to apply to the Court for an injunction or warrant to
search premises in order to enforce compliance with a requirement made pursuant to
the exercise of any power under Articles 73, 74 or 80

executive

No
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Regulatory Law 2004
Article

Description

Type of Decision

Right of appeal
to RAC

executive

No

Article 87(5)

when the DFSA is proposing to apply to the Court to recover outstanding fines

Article 88(1)

when the DFSA is proposing to require an Authorised Firm or Authorised Market
Institution to appoint one or more individuals to act as managers of the business of
such person

decision maker

Yes

when the DFSA is proposing to accept a written enforceable undertaking given by a
person, or, withdraw or vary such undertaking

executive

No

Article 89 (3)

when the DFSA is proposing to apply to the Court to enforce compliance with a
written enforceable undertaking accepted by the DFSA under Articles 89 (1) and (2)

executive

No

Article 90

when the DFSA is proposing to issue an administrative fine

decision maker

Yes

Article 91

when the DFSA is proposing to issue an administrative censure

decision maker

Yes

Article 92 (2)

when the DFSA is proposing to apply to the Court for an injunction or other judicial
relief, where a person has engaged, is engaging or is proposing to engage in conduct
which contravenes a relevant requirement under Article 92(1)

executive

No

Articles 89(1)
& (2)
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Regulatory Law 2004
Article

Description

Type of Decision

Right of appeal
to RAC

Article 92 (3)

when the DFSA is proposing to apply to the Court, where the DFSA is conducting, or
has conducted, an investigation or has instituted civil or regulatory proceedings, for
orders under Articles 92(3) (c) (d) (e) (f) (g) (h) or (i)

executive

No

Article 93

when the DFSA is proposing to apply to the Court to wind up an Authorised Firm,
Authorised Market Institution, or, to wind up a company that is in breach of the
Financial Services Prohibition

executive

No

Article 94(2)

when the DFSA is proposing to apply to the Court for an order for damages,
compensation, or recovery of property or any other order the Court sees fit, where
there has been a breach of a requirement as described in Article 94(1)

executive

No

Article 95

when the DFSA is proposing to apply to the Court to intervene in any Court
proceedings where the DFSA considers it necessary to meet its objectives

executive

No

Article 98(1)

when the DFSA is proposing to grant an application for the registration of an Auditor

executive

No

Article 98(1)

when the DFSA is proposing to refuse an application for the registration of an Auditor

executive

Yes

Article 99(7)

when the DFSA is proposing to order the remove of an Auditor

executive

No
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Regulatory Law 2004
Type of Decision

Right of appeal
to RAC

executive

No

Description

Type of Decision

Right of appeal
to RAC

Rule 7.3.1(1)

when the DFSA is proposing to grant an application for an endorsement on a Licence
permitting an Authorised Firm to conduct business with Retail Clients

executive

No

Rule 7.3.1(2)

when the DFSA is proposing to refuse to grant an endorsement on a Licence
permitting an Authorised Firm to conduct business with Retail Clients, or, vary such
endorsement

executive

Yes

Rule 8.4.6

when the DFSA is proposing to direct an Authorised Person to appoint an auditor,
where an auditor has not been appointed by such Authorised Person

executive

No

Rule 8.4.7

when the DFSA is proposing to direct an auditor to remove itself as auditor of an

decision maker

Yes

Article

Article 111

Description
when the DFSA is proposing to nominate or approve a person to make a scheme
report relating to a sanctioned transfer scheme under Article 108

General (GEN) Module
GEN Module
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General (GEN) Module
GEN Module

Description

Type of Decision

Right of appeal
to RAC

Authorised Person, where the DFSA is of the opinion that the existing auditor is
unsuitable
Rules 8.12 and
8.13

when the DFSA, on its own initiative, is proposing under Article 98(3) of the
Regulatory Law to withdraw the registration of an Auditor

decision maker

Yes

Section 8.14

when the DFSA, on its own initiative, is proposing under Article 105 of the Regulatory
Law to suspend the registration of an Auditor

decision maker

Yes

Rule 11.8.5(2)

when the DFSA is proposing under Article 64(2) of the Regulatory Law to approve an
application for a change in control without conditions in relation to a Domestic Firm

executive

No

Rule 11.8.5(2)

when the DFSA is proposing under Article 64(2) of the Regulatory Law to approve an
application for a change in control with conditions, or, object to an application for a
change in control, in relation to a Domestic Firm

decision maker

Yes

Rule 11.8.13(1)

when the DFSA is proposing under Article 64(3) and (4) of the Regulatory Law to
object to a Person as a Controller.

decision maker

Yes

Rule 11.9.4(a)

when the DFSA is proposing to grant an application for the creation of a new Cell by

executive

No
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General (GEN) Module
GEN Module

Description

Type of Decision

Right of appeal
to RAC

an Insurer that is a Protected Cell Company

Rule 11.9.4(b)

when the DFSA is proposing to impose conditions and restrictions in relation to
granting an application for the creation of a new Cell by an Insurer that is a Protected
Cell Company

executive

Yes

Rule 11.9.4 (c)

when the DFSA is proposing to refuse to approve the application for the creation of a
new Cell by an Insurer that is a Protected Cell Company

executive

Yes

Rule 11.10.5

when the DFSA is proposing to object to the establishment of a branch by a Domestic
Firm

executive

Yes

Rule 11.10.9

when the DFSA is proposing to object to a proposed Major Acquisition by an
Authorised Firm or impose conditions in relation to any proposed Major Acquisition by
a Domestic Firm

executive

Yes

Rule
11.10.10(1)(b)

when the DFSA is proposing to object to a proposed Major Acquisition by an
Authorised Firm or impose conditions in relation to any proposed Major Acquisition by
a An Authorised Firm which is not a Domestic Firm

executive

Yes
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General (GEN) Module
GEN Module
Rule
11.10.11(2)

Description
when the DFSA is proposing to withdraw its no objection position, or, modify or vary
any condition or any remedial action

Type of Decision

Right of appeal
to RAC

executive

Yes

Ancillary Service Providers (ASP) Module
ASP Module

Description

Rule 4.5.1(a)

when the DFSA, at the request of an Ancillary Service Provider, is proposing to
withdraw its registration

Rule 4.5.1(a)

when the DFSA, on its own initiative, is proposing to withdraw the registration of an
Ancillary Service Provider

Rule 4.5.1(b)

when the DFSA, at the request of an Ancillary Service Provider, is proposing to
change the scope of authority under its registration

Rule 4.5.1(b)

when the DFSA, on its own initiative, is proposing to change the scope of authority
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Type of Decision

Right of appeal
to RAC

executive

Yes

decision maker

Yes

executive

Yes

decision maker

Yes
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Ancillary Service Providers (ASP) Module
ASP Module

Description

Type of Decision

Right of appeal
to RAC

under the registration of an Ancillary Service Provider

Collective Investments Law 2010
Description

Type of Decision

Right of appeal
to RAC

Article 25(2)

when the DFSA is proposing to apply to the Court to make an application to remove a
Fund Manager

executive

No

Articles 28 and
31

when the DFSA is proposing to register a Domestic Fund which is a Public Fund

executive

No

Article 29

when the DFSA is proposing to request the Fund Manager or Trustee to provide
additional information in relation to an application for registration of a Public Fund

executive

No

Article 30

when the DFSA is proposing to reject an application for registration of a Public Fund

executive

Yes

Article
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Collective Investments Law 2010
Article

Description

Type of Decision

Right of appeal
to RAC

executive

Yes

decision maker

Yes

Article 32(1)

when the DFSA, at the request of a Fund Manager or Trustee, is proposing to
withdraw the registration of a Public Fund

Article 32(1)

when the DFSA, on its own initiative, is proposing to withdraw the registration of a
Public Fund

Articles 35(6)
and 36(1)

when the DFSA is proposing to refuse to grant approval of a proposed alteration of a
Domestic Fund's Constitution or Prospectus, or, replacement of the Fund Manager,
Trustee, member of the Governing Body or the auditor of a Fund as described in
Article 35(1)

executive

Yes

Article 39(4)

when the DFSA is proposing to object to a particular oversight arrangement for a
Public Fund

executive

Yes

Article 43(8)

when the DFSA is proposing to apply to the Court for the removal of an Auditor of a
Domestic Fund

executive

No

Article 69

when the DFSA is proposing to issue a stop order directing that no Offers, issues,
redemptions, sales or transfers of the Units of the Fund be made for an appropriate
period

executive

Yes
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Islamic Financial Business Law 2004
Description

Type of Decision

Right of appeal
to RAC

Articles 11(2)
and 12(1)

when the DFSA is proposing to grant an application for an endorsement on a Licence
permitting an Authorised Person to conduct Islamic Financial Business, or to vary
such an endorsement

executive

No

Article 11(5)

when the DFSA is proposing to refuse an application for an endorsement on a
Licence permitting an Authorised Person to conduct Islamic Financial Business, or a
variation to an endorsement

executive

Yes

Article 12(2)

when the DFSA, at the request of an Authorised Person, is proposing to impose
conditions and restrictions or additional conditions and restrictions in relation to an
endorsement on a Licence, or, vary or withdraw conditions and restrictions to such
endorsement

executive

Yes

Article 12(2)

when the DFSA, on its own initiative, is proposing to impose conditions and
restrictions or additional conditions and restrictions in relation to an endorsement on a
Licence, or, vary or withdraw conditions and restrictions to such endorsement

decision maker

Yes

Article
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Investment Trust Law 2006
Article
Article 26(5)

Description
when the DFSA is proposing to apply to the Court for an order for the removal of the
Trustee and any other appropriate orders

Type of Decision

Right of appeal
to RAC

executive

No

Type of Decision

Right of appeal
to RAC

Markets Law 2012
Article

Description

Article 25

when the DFSA is proposing to issue a stop order directing that no Offers, issue,
sale or transfer of a Security to be made for an appropriate period

executive

Yes

Article 26(1) and
(2)

when the DFSA is proposing to direct an Authorised Market Institution to do, or, not
to do specific things

executive

Yes

Article 29(3)

when the DFSA is proposing to transfer an Official List of Securities for an
Authorised Market Institution

executive

No

Article 30(2)

when the DFSA is proposing to grant an application for an endorsement on a
Licence of an Authorised Market Institution to maintain an Official List of Securities

executive

No
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Markets Law 2012
Description

Type of Decision

Right of appeal
to RAC

Article 30(2)

when the DFSA is proposing to refuse to grant an application for an endorsement on
a Licence of an Authorised Market Intuition to maintain an Official List of Securities

executive

Yes

Article 31

when the DFSA, at the request of an Authorised Market Institution, is proposing by
written notice to suspend or withdraw the endorsement on the Licence of an
Authorised Market Institution to maintain an Official List of Securities

executive

No

Article 31

when the DFSA, on its own initiative, is proposing by written notice to suspend or
withdraw an endorsement on the Licence of an Authorised Market Institution to
maintain an Official List of Securities

decision maker

Yes

Article 32(2)

when the DFSA is proposing to direct an Authorised Market Institution to make or
amend its listing rules

executive

No

Article 33(1)

when the DFSA is proposing to grant admission of Securities to an Official List of
Securities maintained by it

executive

No

Article 34(1)

when the DFSA is proposing to object to the admission of Securities, or impose
conditions or restrictions to the admission of Securities to an Official List of Securities
maintained by an Authorised Market Institution, or, vary or withdraw such conditions
and restrictions

executive

Yes

Article
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Markets Law 2012
Description

Type of Decision

Right of appeal
to RAC

Article 34(2)

when the DFSA is proposing to refuse an application for the admission of Securities,
or, impose conditions or restrictions to the admission of Securities to an Official List
of Securities maintained by the DFSA, or, vary or withdraw such conditions and
restrictions

executive

Yes

Article 35(1)

when the DFSA is proposing to suspend or delist Securities from its Official List of
Securities with immediate effect, or, from such date and time as may be specified

executive

Yes

Article 35(2)

when the DFSA is proposing to direct an Authorised Market Institution to suspend or
delist Securities from an Official List of Securities with immediate effect, or, from
such date and time as may be specified

executive

Yes

Article 37(5)

when the DFSA is proposing to admit a person to its list of Recognised Persons

executive

No

Article 37(5)

when the DFSA is proposing not to admit a person to its list of Recognised Persons

executive

Yes

Article 37(7)

when the DFSA is proposing to remove a person from its list of Recognised Persons

executive

Yes

Articles 38(1)(d)
& (4)

when the DFSA is proposing to declare a Person to be, or not to be, a Reporting
Entity, or impose conditions or restrictions as it considers appropriate in respect of
such declaration

executive

Yes

Article
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Markets Law 2012
Article

Description

Type of Decision

Right of appeal
to RAC

Article 49(1)

when the DFSA is proposing to require a Reporting Entity to appoint a sponsor,
compliance adviser or other expert adviser on such terms and conditions as it
considers appropriate

executive

Yes

Article 50(1)(a)

when the DFSA is proposing to direct a Reporting Entity to disclose specified
information to the market, or, take such other steps as the DFSA considers
appropriate

executive

Yes

Article 50(1)(b)

when the DFSA is proposing to impose any additional continuing obligations on a
Reporting Entity

executive

Yes

Type of Decision

Right of appeal
to RAC

Markets Rules (MKT) Module
MKT Module

Description

Rule 2.6.2(1)

when the DFSA is proposing to approve a Prospectus filed with the DFSA

executive

No

Rule 2.6.2(2)

when the DFSA is proposing not to approve a Prospectus or Supplementary
Prospectus filed with the DFSA

executive

Yes

73

RPP SOURCEBOOK

APPENDIX 1

Markets Rules (MKT) Module
MKT Module

Description

Type of Decision

Right of appeal
to RAC

Rule 2.7.1

when the DFSA is proposing to approve an offer document from other jurisdictions

executive

No

Rule 2.13.1

when the DFSA is proposing to require a Prospectus Offer to be underwritten by an
underwriter acceptable to the DFSA

executive

No

Rule 2.13.3(1)

when the DFSA is proposing to impose a requirement that monies held by a Person
making a Prospectus Offer are held in an escrow account for a specified period and
on specified terms

executive

No

Rule 2.13.3(2)

when the DFSA is proposing to require the appointment of a paying agent during the
Offer Period

executive

No

Rule 4.2.4(3)

when the DFSA is proposing to specify the period during which disclosure of the
information included in a confidential report need not be disclosed to the markets and
may extend such period upon application by the Reporting Entity

executive

No

Rule 4.5.1(1)

when the DFSA is proposing to issue a notice pursuant to Article 50(1) of the Markets
Law to direct a Reporting Entity to disclose specified information to the market and to
take any other steps as the DFSA considers appropriate

executive

Yes
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Markets Rules (MKT) Module
Description

Type of Decision

Right of appeal
to RAC

Rule 4.7.2

when the DFSA is proposing to approve a Regulatory Announcement Services for the
purposes of making the disclosure in Rule 4.7.1(c)

executive

No

Rule 5.2.6

when the DFSA is proposing to direct a Public Listed Company to appoint an auditor,
where an auditor has not been appointed by such Public Listed Company

executive

No

Rule 5.2.7

when the DFSA is proposing to direct an auditor to remove itself as auditor of a Public
Listed Company, where the DFSA is of the opinion that the existing auditor is
unsuitable

decision maker

Yes

Rule 5.2.15

when the DFSA is proposing to impose any terms or conditions on the registration of
an Auditor of a Public Listed Company

executive

Yes

Rule 5.2.27

when the DFSA, at the request of an Auditor of a Public Listed Company, is proposing
under Article 98(3) of the Regulatory Law to withdraw the registration of such Auditor

Rule 5.2.27(1)
and 5.2.31

when the DFSA, on its own initiative, is proposing under Article 98(3) of the
Regulatory Law 2004 to withdraw the registration of an Auditor of a Public Listed
Company

MKT Module

75

executive

decision maker

Yes

Yes
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Markets Rules (MKT) Module
Description

Type of Decision

Right of appeal
to RAC

Rule 5.2.35

when the DFSA, at the request of an Auditor of a Public Listed Company, is
proposing under Article 105 of the Regulatory Law 2004 to suspend the registration of
such Auditor

executive

Yes

Rule 5.2.35

when the DFSA, on its own initiative, is proposing under Article 105 of the Regulatory
Law to suspend the registration of an Auditor of a Public Listed Company

decision maker

Yes

Rule 6.3.2(1)

when the DFSA is proposing to approve a Fund Prospectus

executive

No

Rule 6.3.2(2)
and (3)

when the DFSA is proposing not to approve a Fund Prospectus

executive

Yes

Rule 6.5.4(3)

when the DFSA is proposing to specify the period during which disclosure of the
information included in a confidential report need not be disclosed to the markets

executive

No

Rule 6.11.1(1)

when the DFSA is proposing to issue a notice pursuant to Article 50(1) of the Markets
Law to direct a Reporting Entity of a Listed Fund to disclose specified information to
the market or take any other steps as the DFSA considers appropriate

executive

No

MKT Module
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Markets Rules (MKT) Module
Description

Type of Decision

Right of appeal
to RAC

Rule 7.1.2(1)

when the DFSA is proposing to issue a notice pursuant to Article 49(1) of the Markets
Law, requiring a Person who makes or intends to make a Prospectus Offer, to appoint
a sponsor and provide third party certification in respect of any specific matters
relating to the Prospectus Offer

executive

No

Rule 7.2.2

when the DFSA is proposing pursuant to Article 49(1)of the Markets Law, to require a
Reporting Entity to appoint a compliance adviser or replace a compliance advisor
already appointed

executive

Yes

Type of Decision

Right of appeal
to RAC

MKT Module

Authorised Market Institutions (AMI) Module
AMI Module

Description

Rule 7.2.20

when the DFSA is proposing to approve amendments to the Business Rules of an
Authorised Market Institution

executive

No

Rule 8.2.1(1)

when the DFSA is proposing to approve the Listing Rules of an Authorised Market
Institution wishing to admit Securities to its own Official List of Securities

executive

No
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Authorised Market Institutions (AMI) Module
AMI Module
Rule 8.2.1(2)

Description
when the DFSA is proposing to approve amendments to the Listing Rules of an
Authorised Market Institution

Type of Decision

Right of appeal
to RAC

executive

No

Type of Decision

Right of appeal
to RAC

executive

Yes

Recognition (REC) Module
REC Module
Rule 2.3.1

Description
when the DFSA is proposing to refuse to recognise an applicant as a Recognised
Person
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Price Stabilisation (PRS) Module
PRS Module

Description

Type of Decision

Right of appeal
to RAC

Rule 3.2.3

when the DFSA is proposing to direct an Issuer to replace or appoint a Stablisation
Manager, where the DFSA considers a Stablisation Manager appointed by an Issuer
is not suitable or where one has not been appointed

executive

No

Rule 4.3.2(e)

when the DFSA is proposing to request a Stablisation Manager within 2 business
days following the end of the Stablisation Window to disclose any additional
information to the market.

executive

No

Rule 5.2.4(3)

when the DFSA is proposing to permit a Person to inspect the register maintained by
a Stabilisation Manager under section 5.2 of PRS

executive

No

Rule 6.2.1(2)

where the DFSA is proposing to give its consent to a Person who conducts Price
Stabilisation in the DIFC of dual-listed Eligible Securities

executive

No

Rule 6.2.1(3)

when the DFSA is proposing to attach a condition to the giving of its consent to a
decision made under Rule 6.2.1(2)

executive

No
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